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Checklist for Voice Service Deployment 

This check list is service provider centric. Reviewing the following topics before proceeding the voice service deployment to enterprises.
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1 SIP Trunking Service
1.1 ESBC- North Bound Configurations, to the Service Provider Network
1.1.1 WAN connections

	Component
	Customer Value
	Comments

	Broadband access method
	
	Fiber/Cable/ADSL/…

	Internet connection
	
	Public internet (bring your own broadband) , or Private (managed) network

	Bandwidth allocated for SIP Trunk service
	
	

	DNS server
	
	Is the DNS used by the voice service provider different from that from the ISP?

	Cable Modem integrated with the ESBC
	
	Yes/No?

Policy Server?

DOCSIS/EuroDOCSIS?

DOCSIS 2 / DOCSIS 3?

	QoS preference 
	
	VLAN or ToS


1.1.2 Capacity requirements 

	Component
	Customer Value
	Comments

	Concurrent calls/ trunk number requirements
	
	System capacity of the deployed site. (Trunk/users percentage) The number of concurrent calls) requirement should be on the full utilization of the expected number of agents and sufficient trunks for the expected number of waiting callers. (erlang numbers)


1.1.3 SIP Trunk 

	Component
	Customer Value
	Comments

	SIP Server: vendor/model
	
	Is IMS?

	SBC vendor/model
	
	

	SIP Proxy

Outbound Proxy

SIP Domain

Port


	
	SIP Trunk setting information:

List parameters needed for Trunk profile settings.

	SIP signaling needs encryption?
	
	TLS

CA root certificate required? 

	Redundant SIP Servers 
	
	Yes/No? By

DNS lookup (NAPTR-SRV-A Record) or

server list table


1.1.4 Public Identities / DIDs


	Component
	Customer Value
	Comments

	IMS implicit registration.
(Registration Agent)
	
	Registering the pilot number (main trunk number) on behalf of all IMPUs. Location and How.

	SIP UA (Public Identity) Configurations
	
	SIP Account IDs and Password (Auth ID?)

Configuring the main public identity (whether default route needed?)

Alternate public identity (DID numbers)
Location and How

	Caller ID display for outgoing calls
	
	From the original caller (PBX) or from the public identities configured on the ESBC.

Location and How

	Number globalization 
	
	Prefixed with plus sign.

	Numbering plan
	
	Digit translation needed with the PBX


1.1.5 SIP signaling interworking and normalization

	Component
	Customer Value
	Comments

	Billing preference
	
	“call transfer” and “call forwarding” in terms of SIP methods: REFER/302 vs. reINVITE. (after call features being processed, whether lines are still billed?)

Place calls among the configured SIP UAs as internal calls

	SIP Registration or Static operation mode. 
	
	If static mode, the ESBC has to have fixed IP address on the WAN interface which the SIP Proxy server uses for authentication and call connections.

	Use of early media requirement
	
	Outbound calls required

· 100rel reliable provisional response support?

· Always respond with PRACK for 183?
Location and How

	Use of ring back tone 
	
	Determine play RBT until 18x response from the SIP server; or play RBT immediately required?

	Determining appropriate URI format of header
	
	E.164 and/or user=phone

	Applying SIP Header Manipulation rules needed?
	
	Only needed if there are exceptional IOT requirements. Example:

The caller ID filtering (and manipulation) for the diversion headers due to call forwarded from the PBX. (authentication requirements on the SIP proxy server side.


1.1.6 Media Interworking/transcoding with the service provider network

	Component
	Customer Value
	Comments

	Voice Codec used
	
	Codec filtering for bandwidth control or assuring voice-experience quality

	DTMF
	
	Inband or Out-of-band (RFC 2833, SIP INFO)

Payload type assignments of RFC2833

	FAX: T.38 / Passthrough
	
	Allowing T.38 (can fallback to pass-through)? Or Pass-through only?

Using the ESBC FXS ports for FAX?

	Maintaining fax calls on business lines
	
	using the ESBC FXS port for fax transmission?

	Maintaining modem calls on business lines
	
	Such as credit card reader. (using the ESBC FXS port?)

	Media activity timer
	
	Location and How


1.1.7 Security/fraud protection
	Component: SIP Application Layer Protection
	Customer Value
	Comments

	SIP firewall rules. Only process SIP requests from friendly IP address. Drop all others.
	
	If the deployment is on the public internet. It is recommended to apply applying sip firewall rules.
Location and How

	Verify incoming SIP messages: check domain
	
	Location and How

	Verify incoming SIP messages: check the source IP address of incoming SIP messages. 
	
	Only the service provider, SIP Proxy or SBC, can initiate calls to the ESBC from within the PSTN side.

Location and How

	Component: IP Layer Protection
	Customer Value
	Comments

	IP Layer Protection. ACL.
	
	Drop/Deny all access attempts from any hosts if not in the legitimate list.


1.1.8 Operation and Management
	Component
	Customer Value
	Comments

	Auto-provisioning for subscribed service
	
	Provisioning protocol, Provisioning ID/PW and encryption key.

	Administrator/Technician

ID and password


	
	Needing to define the manufacture default values?

	Network time server selection and synchronization
	
	System time synchronization
Location and How

	Time zone/DST settings
	
	

	EMS server configuration
	
	Collecting CDR, VQM, Alerts

Management

	Operational syslog server
	
	Optional. Syslog server IP address

	System configuration auto backup
	
	Optional. ftp IP address


1.1.9 North bound call reachability and voice quality confirmation

	Component
	Customer Value
	Comments

	Test Agent Call Control
	
	By the ESBC embedded SIP UA (test agent) to make calls to a specified number. To verify calls reachability and voice quality, in both automatic/periodic and manual manners. 

Location and How

	Component: 
	Customer Value
	Comments

	Run time VQM
	
	Continuous monitoring the voice quality of SIP trunk service.

Location and How


1.2 ESBC – South Bound Configurations, to the SIP PBX 

1.2.1 Enterprise Voice Network Arrangement

	Component
	Customer Value
	Comments

	InnoMedia ESBC
	

	ESBC LAN (VoIP Port) IP Address
	
	

	ESBC LAN (VoIP Port) subnet mask
	
	

	ESBC LAN (Management Port) IP Address
	
	Optional. 

If the management port is used on the ESBC, the administrator can logon to ESBC WEB GUI / CLI console via the management port but not the VoIP port. The administrator PC has to be on the same subnet of the management port.

	ESBC LAN (Management Port) subnet mask
	
	

	Static routing table
	
	Optional. Only needed when the SIP UAs are scattered among multiple subnets. 

	RTP Default Gateway
	
	Optional. Only needed when the SIP UAs are scattered among multiple subnets, and the ESBC static routing table cannot be maintained, it is recommended to identify a default gateway (router) for these SIP UAs to route voice traffic to the ESBC.

	SIP-PBX
	

	IP Address of SIP-PBX
	
	This IP address of SIP-PBX is typically on the same subnet of the ESBC LAN. If it is not, the static routing table must be configured on the ESBC.

	Network subnet mask
	
	

	Network default gateway
	
	

	DNS 
	
	Optional. The DNS server for the enterprise network. If FQDN is used for connecting to the ESBC VoIP interface rather than using the IP address, the DNS should be configured on the SIP-PBX.


1.2.2 SIP signaling interworking 

	Component
	Customer Value
	Comments

	InnoMedia ESBC
	

	Identify the SIP-PBX model and choose the target SIP-PBX profile. 
	
	There are SIP-PBX profiles created for different SIP-PBX models. These profiles include appropriate sip parameter values used to connect to the specified SIP PBX. Unless necessary, no need to configure these values.

If your SIP-PBX model is not in the list, use “generic” profile.

Location and How

	SIP-PBX IP address or FQDN
	
	Only when the SIP-PBX uses static register mode to connect to the ESBC, the ESBC needs this value for SIP Contact (e.g., user@pbx-fqdn:port).

	PBX SIP Authentication required? Password.
	
	If Authentication is enabled, and it is 

Local. Password = sip UA auth password of SIP Trunk.

Radius. Password = user defined password. 

	Numbering plan with the SIP-PBX
	
	Digit translation required?

	SIP-PBX
	

	SIP UA Registration to the ESBC
	
	Depending on subscribed service, the SIP-PBX may use “main public identity” or all “alternative public identities” (DID) to register to the ESBC.

	Filtering SIP Methods
	
	Configuring SIP methods to/from the SIP PBX. Location and How.

	SIP Header Normalization Rules needed?
	
	Only needed when there are exceptional IOT requirements. (for example, number globalization + sign, number filtering, or SIP message translations.)


1.2.3 Media Interworking/Transcoding 

	Component
	Customer Value
	Comments

	InnoMedia ESBC
	

	FAX  


	
	Are there FAX/VoIP gateways connecting to the SIP-PBX or the FAX machines connecting to the FXS ports of the SIP-PBX?

T.38 or Pass-through

	DTMF processing
	
	Inband, or Out-of-band (2833, or SIP INFO)


1.2.4 Security/fraud protection

	Component: SIP Application Layer Protection
	Customer Value
	Comments

	White list. Only process SIP requests from friendly IP address.
	
	Applying sip firewall rules

	Component: IP Layer Protection
	Customer Value
	Comments

	IP Layer Protection. ACL.
	
	Drop/Deny all access attempts from any hosts if not in the legitimate list.


1.2.5 SIP-PBX configuration steps

Referring to the ESBC application notes with your target SIP-PBX models.
1.3 ESBC – South Bound Configurations, to the TDM-PBX

1.3.1 Identifying ISDN PRI Type (product models)

· E1 or T1

1.3.2 Identifying the TDM-PBX model/brand

1.3.3 Identifying and configuring the Settings of ISDN parameters

	TDM Basic Settings
	Customer Value
	Description.  Span Setting Screen—Basic

	Enabling Span
	
	Span 1 should always be enabled.  (Span can be disabled)

	Clock Mode
	
	Internal/Line. The default clock mode is “Internal” with which the ESBC follows own clocking scheme, and the TDM PBX should follow the ESBC clock.

	Line Framing/Coding
	
	T1 / J1: ESF/B8ZS or D4/AMI

E1: CCS/HDB3 or CCS/HDB3 CRC4

The configuration of ESBC should match that of the TDM-PBX.

	Line Build Out
	
	The physical distance between the ESBC and TDM-PBX. 

Default 0 db (CSU) / 0-133 feet (DSX-1). 

The configuration of ESBC should match that of the TDM-PBX.

	Enabling B Channel numbers 
	
	Total channel numbers per span: T1-24 channels; E1-31 channels

B-Channel:  configuring the enabled B-channel numbers. (Note that TDM-PBX may not have all B channel enabled)
D-Channel: T1 fixed at CH 24; E1 fixed at CH 16

	Switch Type
	
	T1: National ISDN 2 (default), Nortel DMS100, AT&T 4ESS, Lucent 5ESS, Old National ISDN 1, Q.SIG

E1: EuroISDN (common in Europe)

The configuration of ESBC should match that of the TDM-PBX.

	Signaling method
	
	PRI NET/PRI CPE.

Configuring the ESBC with the PRI NET mode to perform switch functionality, and configuring the TDM-PBX with the CPE mode. (Do not change the mode unless necessary)


1.3.4 ISDN Interoperability Settings

	TDM Interworking Settings
	Customer Value
	Description. PRI Settings: Interoperability

	Enable Call Transfer / Call forwarding 
(Billing preference)
	
	ISDN supplementary services: (Two B Channel Transfer, or Release Link Trunk, or Explicit Call Transfer)

National ISDN II-TBCT/Nortel DMS-RLT/Euro ISDN-ECT. 
When enabled, the ESBC uses SIP REFER/302 method to the SIP Server side for call transfer/forwarding operations. (The setting should be matching to the billing preference at SIP signaling interworking and normalization)

	PRI Cause Code-SIP Response Code mapping
	
	Configuring special PRI Cause Codes vs. SIP Response Codes, or vice versa. (No need to configure the settings unless necessary)


	Ring back tone (or early media) requirements for outbound calls
	
	Description. PRI Settings: Ring back tone or early media settings for outbound calls


	Does the core network sends 180 SIP response code and expects premises equipment to process RBT process locally?
	
	Play RBT for outgoing calls 
· ALWAYS: The ESBC always sends inband RBT or early media to the PBX, either generating locally or from the network. 
· NEVER: the ESBC never generates inband RBT locally but forwards inband RBT or early media from the network. 
· AS-NEEDED. The ESBC process RBT according to signals received (SIP messages from the network and Q.931 PI codes from TDM-PBX). 
Ignore 183 early media (optional)

	Does the core network sends 183 SIP response code and inband RBT or early media before callee answering?
	
	

	(A) Is the TDM-PBX able to play inband RBT or early media from the switch side? 
(B) Or does the TDM-PBX always play RBT locally and cannot play inband RBT?
	
	


	Early Media requirements for inbound calls
	
	Please referring to the ESBC Administrative Guide for detailed. 
Configurable options available on the ESBC

	Is the TDM-PBX able to process inband RBT or early media for inbound calls?
	
	Enabling early media for inbound calls.


1.3.5 Call reachability and voice quality confirmation

	Component
	Customer Value
	Comments

	Test Agent Call Control
	
	By the ESBC embedded SIP UA (test agent) to make calls to a specified number. To verify calls reachability and voice quality, in both automatic/periodic and manual manners. 

Location and How

	Component: 
	Customer Value
	Comments

	Run time VQM
	
	Continuous monitoring the voice quality of SIP trunk service.

Location and How


2 Hosted Voice Service
2.1.1 WAN connections:

	Component
	Customer Value
	Comments

	Broadband access method
	
	Fiber/Cable/ADSL/…

	Internet connection
	
	Public internet (bring your own broadband) , or Private (managed) network

	Bandwidth allocated for voice service
	
	

	Cable Modem integrated with the ESBC
	
	Yes/No?

Policy Server?

DOCSIS/EuroDOCSIS?

DOCSIS 2 / DOCSIS 3 ?

	QoS preference 
	
	VLAN or ToS


2.1.2 Concurrent calls requirements

	Component
	Customer Value
	Comments

	Concurrent calls/number of SIP UAs
	
	System capacity of the deployed site. The number of concurrent calls requirement should be on the full utilization of the expected number of SIP UAs and erlang numbers.


2.1.3 SIP UAs at the LAN side

	Component
	Customer Value
	Comments

	SIP UAs: methods of obtaining IP address
	
	Obtaining IP address from the ESBC, or the fixed IP. (the default gateway has to point to the ESBC LAN)

	SIP device vendors/models
	
	

	DNS server IP address
	
	Is the DNS used by the voice service provider different from that from the ISP?

	Static FQDN-IP table for the outbound proxy configured on the SIP UAs?
	
	Only needed when the outbound proxy from the SIP UAs cannot be resolved by the DNS server configured.

	Static FQDN-IP table for SIP domain on the SIP UA?
	
	Only needed when the outbound proxy from the SIP UAs cannot be resolved by the DNS server configured.


Note: The ESBC determines the IP of SIP requests to service provider network based on (1) DNS static records, (2) DNS cache (3) issuing a DNS query, in sequence.

2.1.4 SIP Message Interworking: 

	Component
	Customer Value
	Comments

	Applying SIP Header Manipulation rules needed?
	
	Only needed if there are exceptional IOT requirements. Examples:

· Should stripe ICE attributes? 

· Should change the SIP response codes?

· Privacy settings


2.1.5 Security/fraud protection

	Component: SIP Application Layer Protection
	Customer Value
	Comments

	White list. Only process SIP requests from friendly IP address.
	
	Sip firewall rules

	Component: IP Layer Protection
	Customer Value
	Comments

	IP Layer Protection. ACL.
	
	Drop/Deny all access attempts from any hosts if not in the legitimate list.


2.1.6 Call reachability and voice quality confirmation

	Component
	Customer Value
	Comments

	Test Agent Call Control
	
	By the ESBC embedded SIP UA (test agent) to make calls to a specified number. To verify calls reachability and voice quality, in both automatic/periodic and manual manners. 

Location and How

	Component: 
	Customer Value
	Comments

	Run time VQM
	
	Continuous monitoring the voice quality of the hosted voice service.

Location and How


3 Location and How
Main Public Identity and Alternate Public Identities (DID Numbers)

Depending on the TNs or DID Numbers subscribed, the ESBC could be configured by entering all accounts; or in a simpler manner, Default Route Option can be used so that the Main Trunk Number can be configured on behalf of all TNs or DID Numbers.  Hence, the ESBC process all TNs or DID numbers which belong to same PBX (SIP or TDM) following the Default Route settings. If the DIDs are assigned to other SIP entities or PBX, they must be configured on the ESBC individually. 
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Figure 1. SIP UA Settings-DID Number Configuration
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Figure 2. SIP UA Settings with Default Route Configuration

Caller ID Display for Outgoing Calls 
For outgoing calls to the network side, the ESBC can be configured to send either the Main Trunk Number (Main Public Identity), Original Caller, or the Alternate Identity.  The ESBC will manipulate the From: Header to use either of the options set.  
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Figure 3. Caller ID display for outgoing calls

Play Ringback until receive 18x response from SIP Server

18x message may not be delivered to the ESBC from the SIP Server when placing outgoing calls due to server processing or network delays or other issues. By checking this option, the ESBC plays the ringback tone to the PBX before the 18x message is received from the SIP Server.  
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Security features to verify incoming SIP Messages

The security features verify and check the incoming SIP messages to ensure it is originated from the configured call agent in the Trunk Settings.  At the same time, the domain and host of the To header are verified before passing the SIP message to the PBX.  
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Figure 4. Security Features to verify incoming SIP messages

SIP Firewall Rules

The SIP Firewall script rules are created and used to drop or reject any SIP messages that are not originated from IPs or networks in the white list.  The SIP messages will not be responded to if they are dropped.  This will prevent any SIP hacker from establishing any DOS attacks or any theft of service.
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Figure 5. SIP Firewall Rules
ESBC System Time Synchronization with Network Time Server
The ESBC system time must synchronize with network time for accurate accounting, and related managerial, or trouble-shooting purposes, such as Syslog, voice quality, SNMP Event Messages.
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Figure 6. Network time server synchronization

Test Agent: reachability and voice quality
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Figure 7. Embedded SIP UA, Test Agent, to confirm voice reachability and quality
Run time Voice Quality 
To ensure an SLA (Service Level Agreement) with the enterprise customer, the ESBC provides a Voice Quality measurement tool to calculate the MOS scores of every call.  These measurements can be sent to a Syslog Server or an EMS Server for further analysis.  Traps can also be sent out when the threshold falls below a certain MOS score.

[image: image9.png]. Voice Quality

© View HOS informaton.

Basic [ SLA [ Advanced Sefing

ReFactor and MOS

Enable R Factr and OS Scorng for [ B28UA and SP-ALG [=]

Enable
‘Send Voice Qualty nformation

© Sendto Syslog Server [108.92.17.161
‘Sendito EUS Server

Enable

Rl (user@hostport)

Measuring and Calculsting nervalls s (5120)

HOS falls below (Defaut: 25), or

Traps threshold  One Way Delay greater than or equalto i ms (Defaut: 250), or
Packet Loss greater than or equalto % (Defaut: 5%)





Figure 8. Voice Quality Matrix and SLA
SNMP Traps and Alert Notifications

The ESBC can report traps and alerts in real time to an external server.  Several alert notifications can be sent during any errors such as registration failures, LAN Interface down, voice quality below thresholds, etc.
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Figure 9. SNMP Trap configurations
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Figure 10. the ESBC Alert Notifications

PBX Profile Selection and Configurations
To ensure interoperability with the enterprise customer’s PBX, the ESBC can be configured to high level profile settings.  These settings are pre-configured cased on interoperability testing.  Lower level configurations can be made within the profile.  
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Figure 11. SIP-PBX Profile Selection and Configurations 

Registration Agent

IMS defines “implicit registration” to have the pilot number (or main trunk number) to perform registration and subscribe services for all public identities of a service profile to the IMS servers. 
[image: image13.png]¢ Reastration Aent

© setting Registration Agentfor SIP Trunks.

SIP User Accounts | Registration Agent

searchial v
o MNo.. Agent Name ‘Main Public Indentity
] 1 INNO Pilot Number 1408432540091020777 | Gl [ | Register| De-Register|

Page 1 of 1, Total Records 1

First| Prvious | Next | Last Goto[ 1 v

dd] Delete]





Figure 12. Configuring registration agent on the ESBC for IMS implicit registration 
Filter SIP Methods to/from the IP-PBX

Some SIP Methods may not be allowed or supported on either the Service Provider’s SIP Server or on the customer’s IP-PBX.  The ESBC can be configured to disallow any SIP Methods that are not supported on either side.
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Figure 13. SIP Method Filtering

Media Inactivity Timer

SIP messages may get lost in the network causing sessions to stay active within the ESBC.  The Media Inactivity Timer may be enabled to drop any session for a configured time period that may not have any RTP Session.  
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Figure 14. Media activity timer

PRI Span Settings: Basic
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Figure 15. Span Setting Screen—Basic
PRI Span Settings: Interoperability
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Figure 16. PRI Settings: Interoperability
PRI Span Settings: ring back tone and early media

The ringback tone options on the ESBC must be configured appropriately to ensure correct expectations of ringback generation.  The ESBC can be configured to always send ringback, have it originate from the network side, or have the TDM PBX to generate the ringback locally.  If the network side sends 183 Early Media messages, it can be ignored by the ESBC so that the ringback can be provided by the ESBC or the TDM PBX.
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Figure 17. PRI Settings: Ring back tone or early media settings for outbound calls[image: image19.png]
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