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1. Introduction

This application note provides configuration steps for Service Providers to deliver SIP Trunking Services to enterprise
customers deploying Cisco Unified Communication Manager 6.0 (CUCM) SIP PBXs using InnoMedia's Enterprise SIP
Gateway (ESG) ESBC9x80-4B. The ESBC is owned and managed by the service provider, and performs necessary SIP
normalization, NAT and firewall traversal, security operations, performance reporting, and remote diagnosis.

Delivering Business Voice Services to Enterprises

Figure lillustrates how business voice services can be delivered to enterprise customers having legacy TDM PBXs, IP
PBXs, or through hosted voice services.
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Figure 1 Reference Network Architecture



InnoMedia ESBC Application Notes—SIP PBX-Cisco UCM 6.0

Getting Started

The following preliminary pieces of information are required :
e SIP Proxy Server IP address or FQDN and SIP Domain.
e SIP Trunk user accounts, direct inward dialing (DID) numbers, and/or a main pilot number.

e S|P authentication credentials with the service provider network.

2. Interoperability Compliance Testing
The SIP Trunking ESG - PBX interoperability lab setup is shown in Figure 2 where a CUCM is connected to an ESBC which

in turn is registered to a softswitch/SIP Server. To verify ESBC - PBX interoperability, the following features and
functionality are executed during the interoperability compliance tests.

PBX Features Verified

Inbound calls to CUCM extension phones.

Outbound calls from CUCM extension Phones.
®  Various Call features:
— Call hunting
— Blind and Consulted Call Transfer
— Call Forwarding
— Caller ID/Caller name presentation and caller ID restriction
— Three way conference call
—  User features such as hold, resume
DTMF transmission using in-band and RFC2833
Codec: G.711 mu-law, G.729

Features Not Supported on CUCM 6.0

e S|P registration operational mode, including GIN registration
e  SIPINFO to transmit DTMF signals

Limitations at IOT LAB

Equipment and Software Validated of this Application Note

The lab network for the SIP Trunk reference configuration is illustrated below. The LAB network consists of the
following components:

ESBC
Model : InnoMedia ESBC 9380-4B
Note: In this IOT, the ESBC9380 was used in the B2BUA mode for SIP
Trunking
Firmware Version : esbc-9x-2-0-12-36
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PBX
Firmware version
PBX LAN Phone (3" party SIP Phones)
Model
Firmware version
WAN Phone
Model

Firmware version

: Call Manager 6.01

: InnoMedia MTA6308-SL2
:10.3.3

: InnoMedia 6308-SL2
:10.3.3

Model : InnoMedia 7308-MLY65P
Firmware :65.0.98.202
SIP Server
Broadsoft Broadworks
Version :R18
LAB Configuration Example
Table 1- IP Address
Component 10T LAB Value Your Value
InnoMedia ESBC
LAN IP Address 192.168.1.252
LAN Subnet Mask 255.255.255.0
WAN I[P Address 108.92.17.141
Cuc™Mm
IP Address 192.168.1.137
Table 2—ESBC and CUCM Account Information
DID Account Number Account Attribute Extension
2404983506 Pilot Number / Default Route 3506
2404983507 DID
2404983508 DID 3508
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ESBC - Cisco Unified Communication Manager 10T LAB Setup
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Figure 2 SIP Trunk LAB Reference Network
The lab network consists of the following components:

e  Device Under IOT Test:
—  PBX: Cisco Unified Communication Manager (CUCM) 6.0
— Enterprise SIP Gateway: InnoMedia ESBC9380-4B

e  Two Cisco phones on the local LAN registered to CUCM, and one fax machine connected to an FXS port of
CUCM.

e Broadsoft Broadworks R18 as Service Provider Core Network SIP Softswitch

e Three IP Phones and an ATA registered to Broadworks R18. A fax machine is connected to the ATA for fax
testing.

e DHCP server and SIP trunk termination.

3. CUCM Configurations

The instructions provided in this section are intended to help Field Install Technicians configure the CUCM to connect
to InnoMedia ESBC9x80-4B. They are not intended for advanced functionality setups. It is further assumed that the
Field Install Technicians already have knowledge of CUCM operations.

If you are to operate CUCM with the ESBC, you should already have CUCM deployed in your environment. You’ll likely
now want to configure CUCM to route external calls to service provider’s network via the ESBC, to add or to replace
current PSTN trunk services.
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The high level steps for configuring CUCM are as follows:
1. Create a CUCM Partition

Create calling search space (CSS)

Define translation patterns

Provision SIP trunk

vk wnN

Configure SIP trunk authentication credential
6. Setup route pattern

Once logged into the CUCM GUI as an Administrator, follow these steps to configure SIP Trunk Service.

Create a CUCM Partition

A CUCM partition contains a list of route patterns. Partitions facilitate call routing by dividing the route plan into logical
route plan into logical subsets that are based on organization, location, and call type. This partition is specific to the SIP
trunk that connects ESBC to CUCM. It will store route pattern and translation pattern rules that are specific to handling

incoming traffic to CUCM from ESBC. In our lab example, this partition is named as “SIPTrunk.”

1. From your CUCM Administration console, navigate to Call Routing > Class of Control > Partition. Referring to

Figure 3 Accessing Partition Configuration Screen

alinln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System - | CallRouting + | Media Resources + Voice Mail ~ Device = Application - User Managems

AAR Group
Dial Rulez 3
Route Fitter
Route/Hunt 3

SIP Route Pattern

Class of Control 4 | Time Period

Intercom 3 Time Schedule
Client Matter Codes | Partition
Forced Authorization Codes Calling Search Space

Translation Pattern

Copyright
All rights r Call Park

Figure 3 Accessing Partition Configuration Screen
2. Click Add New button to create a new partition as show in Figure 4.

ahalin  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

System = CallRouting + Media Rezourcez +  Voice Maill + Device +  Application +  User Management +  Bulk Administration

Find and List Partitions
oA Add New

Partition

Find Partition where | MName % | begins with |s |[ Clear Filter ] E]

o active query. Please enter your search criteria using the cpticns above.

Figure 4 Adding a new partition



InnoMedia ESBC Application Notes—SIP PBX-Cisco UCM 6.0

3.

4.

In the Name field, specify the name of the partition and a description as show in Figure 5. LAB example
specifies “SIPTrunk.” Click Save button.

allie  Cisco Unified CM Administration i

cisco For Cisco Unified Communications Solutions

System +  Call Routing »+  Media Resources »  Voice Mail »  Device v  Application = User Management +  Bulk Administration =+  Help

B Save x Delete % Reset E{}i Add New

— Status

@ Status: Ready

— Partition Information

*®
Name [SIPTrunk |

Description iSIF‘Terk |

Time Schedule | < None > o |

AHRe ZoRe ® Originating Device

9] Specific Time Zone | Grec

== ISave] [ Delete I [Reset] [ Add MNew

@ *_ indicates required item.

Figure 5 Giving the name and description of the new partition.

Click Find to verify the partition was created. The new partition should appear in the result set as shown in
Figure 6.

Partition (1 - 5 of 5) Rows per Page 30 ¥ |

Find Partition where | Hame L | begins with | | [ clear Filker_] E]
I ) __ Partition Name Description
— ___SIPTrunIc ‘n‘ SIPTrunk

[(Add New | [ Select Al ][‘uW][ Delete Selected |

Figure 6 List of partitions in CUCM

Create Calling Search Space

A CUCM calling search space is an ordered list of route partitions. Calling search spaces determine which partitions and
the order in which they are searched when CUCM routes a call. In our LAB example, this calling search space is named

“SIPTrunk.”
1. Navigate to Call Routing > Class of Control > Calling Search Space.
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CISCO k4 Cisco Unified Communications Solutions

alimlin  Cisco Unified CM Administration I

System « | CallRouting + | Media Resourcezs +  Voice Mail  Device »  Application = User Me

AAR Group
Dial Rules 3
Route Fitter
Route/Hunt 3

C ISC SIP Route Pattern

S\rstem Clags of Control 4 Time Period

Intercom 3 Time Schedule

Client Matter Codes Partition

Forced Authorization Codes | Calling Search Space |

Figure 7 Accessing Calling Search Space Configuration screen
2. Click Add New to create a new calling search space. Specify a name for the calling search space. In our LAB
example, the new calling search space is “SIPTrunk.”
3. Select the “SIPTrunk” partition, and then click the down arrow to move it to the Selected Partition area to assign
this calling search space to the SIPTrunk partition. Click Save to insert this calling search space in the CUCM
configuration.

[EWHEGTnE Cisco Unified CM Administration |+ §GC

aliln  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

admin About Logout|

System ~ CallRouting + Media Resources »  Voice Mail + Device =  Application +  User Managemsnt Bulk Administration + Help +

Calling Search Space Configuration Rt B 'l Back To Find/List + MGo
E Save x Delete Copy EII} Add New

— Status

@ Status: Ready

— Calling Search Space Information
*
Name [s1PTrunkc |

Description EsscaipTrunk |

— Route Partitions for this Calling Search Space
Available Partitions** [CryaLL_pT
Fart_ESECSIFTrunk
Part_ESBC_6316769XXX
Part_internal

vA

SIPTrunk

Selected Partitions

¢

= [Delate] [ Add New ]
Figure 8 Assigning SIPTrunk Calling Space to SIPTrunk Partition

Define Translation Patterns

Translation patterns must be defined and assigned to the newly created partition. Translation patterns define calls
from ESBC to CUCM where TO field matches the pattern. One or more translation patterns must be defined depending
on your needs. LAB example defines the translation pattern as follows.

e  Atranslation pattern for incoming calls from ESBC destined to CUCM’s extension phone numbers. Assuming
CUCM defines 4-digit extension. Hence the inbound call translation pattern (in LAB example, 240498XXXX)
translates all calls from ESBC that are destined for a CUCM extension number. The translation pattern is
assigned to the SIPTrunk partition that you created earlier.
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This translation pattern translates dial strings for calls sent by ESBC where the TO field matches the pattern,
240498XXXX. It strips all leading digits from TO field and retains only the last 4 digits, XXXX. As shown in Figure
10, this translation is performed on the callee’s (TO field) number.

1. Navigate to Call Routing > Translation Pattern.

ahali,  Cisco Unified CM Administration

CIS€O £ Cisco Unified Communications Solutions

System = | Call Routing + | Media Resourcez + “oice Mail » Device +  Applicati

Calling N e _

Dial Rules 3
B e Route Filter
Route/Hunt 3
— Status
SIP Route Pattern
@ ==
Clazs of Control 3
— calling Intercom 3
Hame* Client Matter Codes
Descriptid Forced Authorization Codes
I Tranzlation Pattern I

Figure 9 Accessing Translation Pattern Screen.

2. Click Add New to create a new translation pattern configuration.

Wi, Cisco Unified CM Administration [MPTSRT Cisco Unified CM Administration | v €

cisco

For Cisco Unified Communications Solutions admin About Logol

System v CallRoutng v Media Resources =  Voice Mail v Device v  Application v  User Management v  Sulk Administration v Help

Translation Pattern Configuration [P b1 "e Back To Find,/List |« G

B Save x Delete: Copy E:} Add New

Status
’7 Status: Ready

— Pattern Definition
Translation Pattern |
Fartition | SIFTrunk e |

Description

|Incoming calls to CUCM extensions |

Numbering Plan

Route Filter 0

MLPP Precedence® [Defaule ~|
Calling Search Space | NG *’l
Route Optien @ Route this pattern

O Block this pattern | No Error v

Provide Outside Dial Tone

Urgent Priority

— Calling Party Transformations

[luse Calling Party's External Phone Number Mask

Calling Party Transform Maskl ‘

Prefix Digits (Qutgoing Calls) | ‘

Calling Line ID Presentation™® |Defau|t e ‘

Calling Name Presentation® |Defau|t v ‘

— Connected Party Transformations
Connected Line 1D Presentation™® ‘ Default vl

Connected Name Presentation® ‘ Default vl

— Called Party Transformations
Discard Digits

Called Party Transform Mask |XXKX ‘

Prefix Digits (Outgoing CaHs]l ‘

— o) (o) (Somy) (g ]

Figure 10 Configuring number translation pattern for inbound calls to CUCM

10
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Create SIP Trunk Security Profile

Security-related settings include device security mode, digest authentication, and incoming/outgoing transport type
settings. Installing CUCM provides a predefined, non-secure SIP trunk security profile for auto-registration.

1. Navigate to System > Security Profile > SIP Trunk Security Profile. Click Add New Button. As shown in Figure 11.

System v | CalRouting v _Media Resources +  Voice Mal v Device v  Applcation v  User Management +
Server
Cisco Unified CH
Cisco Unified CH Group L'-'h Add New
Frone T Refersnce
Date/Time Group
Fresence Group
Region
Device Fool inkc
Device Mobilty »
DHCP , [Lto_EsBC ]
LDAP y [toEsBC |
Location ble =
Physical Location nes = b ‘
cpeT ystem Default v
WLPP Domain o)
Enterprise rone 5
Service e =
securty Profie » ‘ Phone Security Profile =
Lpplication Server SIP Trunk Security Profie ‘:l
Licensing »

Figure 11 Access SIP Trunk Security Profile Configuration Screen

2. Inthe Name field, enter the Security Profile name that you want to specify. Our LAB example uses “Standard
Secure SIP Trunk Profile.” Check “Accept Out-of-Dialog REFER” feature. We want CUCM to accept incoming non-
INVITE, Out-of-Dialog REFER requests that come via ESBC, check this check box, as shown in Figure 12, leave other
settings as default values. Click Save button.

alili,  Cisco Unified CM Administration WEWEEN Cisco Unified CM Admini

cisco i e . | -
For Cisco Unified Communications Solutions admin A

System = CallRouting = Media Rezources ~  Woice Mall v Device Application +  User Management +  Bulk Administration + Help =

SIP Trunk Security Profile Configuration AR I 'CHl Back To Find/L
B Save x Delete Copy % Reset # Add New
— Status

@ Update successful

@ Reset of the trunk is required to have changes take effect.

— SIP Trunk Security Profile Information
*

MName |Standard Secure SIF Trunk Profile ‘
Description |Secure SIP Trunk Profile authenticated by null String ‘
Device Security Mode | Mon Secure A ‘
Incoming Transport Type™® |TCP+UDP v ‘
Outgoing Transport Type | UDP w ‘

[JEnable Digest Authentication
Nence Validity Time (mins)* | ‘

X.508 Subject Name | ‘

Incoming Port® |5050 ‘

[Jenable Application Level Authorization
[¥] Accept Presence Subscription

[#] accept Qut-of-Dialog REFER
Accept Unsclicited Motification

[¥] Accept Replaces Header

= [ Delete ] [Copy] [Reset] [ Add Mew ]

@ *_indicates required item.

Figure 12 Configuring SIP Trunk Security Profile
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Provision SIP Trunk

A SIP Trunk is created to the IP address of ESBC and to connect ESBC by static operational mode. In our LAB example,
the trunk name is “Trunk_to_ESBC,” and the ESBC VoIP (LAN) port address is 192.168.1.252.

1. Navigate to Device > Trunk.

aliml  Cisco Unified CM Administration e
€IS€O  Eu; Cisco Unified Communications Solutions

System »  Call Routing + Media Resources +  oice Mail | Device - | Application -+ User Management »  Bulk Administration + Help
- CTl Route Point
frunic Conr'g“ral'on m
Gatekeeper
B Save x Delete % Rezet E:} Add New Gateway

Trunk

DRedirecting Diverzicn Header Delivery - Inbound |

Remote Destination

r Outbound Calls Device Settings »

-

Figure 13 Access Trunk Creation/Configuration Screen

2. Click Add New, and then on the Trunk Type list, select SIP Trunk. Select SIP as the Device Protocol, and then click
Next button.

alali,.  Cisco Unified CM Administration

CISCO k4t cCisco Unified Communications Solutions

System + CallRouting +  Media Resources -+ Voice Mail = Device -+ Application = User

— Trunk Information

Trunk Type*  [51P Trunk v|
Device Protocol*lSIp v|
.

Figure 14 Configuring SIP Trunk

3. Configuring CUCM SIP Trunk “Trunk_to_ESBC”. Referring to Table 3 for required Trunk configuration settings for
connecting to ESBC. Others are default values if not specially mentioned.

Setting Value Comments

Device Name Trunk_to_ESBC

Media Termination Checked Enabling “MTP Required” so SDP is included with the SIP Invite
Point Required initiated by CUCM.

When configuring a CUCM for SIP Trunk, “MTP Required” is
disabled by default. There will not be an SDP listed in the initial
SIP Invite as it egresses the network. If this is the case then the
far end SIP endpoint receiving the call from CUCM will try and
establish the codec type by including SDP in the 200 OK message
sent back to CUCM. This can impose problems when placing calls
to either the PSTN through an ITSP, calls to another CUCM

12
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cluster, or another IP PBX platform.

Inbound Calls—Calling
Search Space

SIPTrunk

Destination Address

192.168.1.252

ESBC VolIP (LAN) port IP address

Destination port

5060

Standard SIP communication port

SIP Trunk Security
Profile

Standard Secure
SIP Trunk Profile

As the profile created before. Refer to Figure 12 Configuring SIP
Trunk Security Profile.

Out-of-Dialog Refer
Calling Search Space

SIPTrunk

As the Calling Search created before. Refer to Figure 8 Assigning
SIPTrunk Calling Space to SIPTrunk Partition.

Table 3 ESBC-CUCM SIP Trunk Configuration

1. Specify the Device Name (in LAB example, Trunk_to_ESBC), the Calling Search Space (in our LAB example,
SIPTrunk), the Destination Address to match the ESBC VolIP (LAN) port address (in our LAB example,
192.168.1.252), and the Destination Port (in our LAB example, 5060). See Table 3.

2. Click Save, and then reset the trunk by clicking the Reset button at the top of the Trunk Configuration page to
activate the SIP trunk changes.

13
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linlw  Cisco Unified CM Administration IERRET Cisco Unified CM Administration |
)

cisco : i icati i
For Cisco Unified Communications Solutions About Lo

System + Call Routing + Media Resources -+ Voice Mail  Device w  Application +  User Management +  Bulk Administration » Help =

Q Save x Delete % Reset Ell} Add News

r— Status

@ Status: Ready

— Device Information

Product: SIP Trunk

Device Protocol: SIP

Device Name* [Trunk_to_ESBC |
Description [trunk to ESBC |
Device Pool* [Default |
Common Device Configuration | = MNone * "l
Call Classification® |Usa System Default *’l
Media Resource Group List |MRGL "l
Location*® [Hub_none v
AAR Group [< Mone > >
Facket Capture Mode® [Wene |
Packet Capture Duration |D |

Media Termination Point Required
Retry Video Call as Audio

[ Transmit UTF-& for Calling Farty Name
[ unattended Fort

ILPP Domain | = None = v|

’7 Multilevel Precedence and Preemption (MLPP) Information
M

— Call Routing Information

— Inb: d Calls
Significant Digits® ‘AH

Connected Line ID Presentation™® ‘ Default

Connected Name Presentation® ‘ Default

Calling Search Space ‘ SIPTrunk
AAR Calling Search Space ‘< None =

Prefix DN ‘ |

F Redirecting Diversion Header Delivery - Inbound

— Outbound Calls

Calling Party Selection® ‘ Criginator " |
Calling Line ID Presentation™ ‘ Default - |
Calling Name Presentation® ‘ Default w |

Caller ID DN ‘ |

Caller Name ‘ |

il Redirecting Diversion Header Delivery - Outbound

— SIP Information
Destination Address* [192.168.1.252 |

[ Destination Address is an SRV

Destination Port* ‘5060 |
MTP Preferred Criginating Codec* 71iula

Presence Group* ‘ Standard Presence group M |
SIP Trunk Security Profile® [ standard SIP Trunk Frofile v
Rerouting Calling Search Space | standard Secure SIP Trunk Profile v]
Qut-Of-Dialog Refer Calling Search Space ‘ SIFTrunk b |
SUBSCRIBE Calling Search Space ‘< None = V|
SIP Profile* [ standard SIF Profile ~]
DTMF Signaling Method * [No Preference ~|

[Delete ] [REset] [ Add New ]

@ *_ indicates required item.

@ **_ Device reset is not required for changes to Packet Capture Mede and Packet Capture Duration.

Figure 15 ESBC-CUCM SIP Trunk Settings
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Configure SIP Trunk Authentication Credential

For challenges received on SIP trunks (from ESBC), i.e., when CUCM acts as user agent, you configure a SIP realm, which
includes the realm (SIP Domain), username (device or application user), and digest credentials. To add or update a SIP
Realm, perform the following procedure:

1. Navigate to User Management > SIP Realm, and click the Add New Button, as shown in Figure 16.
2. Enter the appropriate settings as described in Table 4.

3. Click Save.
alimln  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System = CallRouting ~ Media Resourcez v Voice Mail » Device v+  Application « | User Management + | Bulk Administration -

S R
Credential Policy

S Save x Delete % Reset I:Di Add New Application User
End User

- Status r
Role

® Status: Ready
Uszer Group L

- Device Information B F

Product: SIP Trunk Application User CAPF Profile

DEU!CE Protoc:l: sIF End Uzer CAPF Profile

Device Name [Trunk_to_EsBC |

. | SIP Realm
BEsanpiion [trunk to ESBC '
Figure 16 Accessing SIP Realm Configuration Screen
Setting Description
Realm Enter the SIP domain name for the realm that connects to the SIP

trunk; for example, esbctrunk.com. Characters can be
alphanumeric, period, dash, underscore, and space. LAB example
uses the IP address of ESBC as the SIP Domain--192.168.1.252.

User Enter the user name that you want to associate with CUCM, for
example, enter the pilot number (or pilot user name). The SIP trunk
uses this user name when the identity of CUCM gets challenged.
LAB example uses the pilot number as the User ID -- 2404983506.
Password Enter the password that you want to associate with CUCM. The SIP
Trunk uses the password when the identity of CUCM gets
challenged. The password has to be identical to the password
setting in ESBC, see Figure 24 .

Password Confirmation | To confirm you entered the password correctly, enter the password
in this field.

Table 4 ESBC-CUCM SIP Realm Settings
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alulin  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System « CallRouting + Media Rezources +  \foice Mail ~ Device = Application = User Management -

SIP Realm Configuration

B Save x Delete HI]: Add New

— Status

@ Status: Ready

— SIP Realm Information

Realm™ [192.188.1.252 |
User® |2404983506 |
Digest Credentials* |]_2345 |

|

Cenfirm Digest Credentials® | 12345

- [Save] [ Delete ] [ Add New ]

® *_ indicates required item.

Figure 17 ESBC-CUCM SIP Real Settings

Setup Route Pattern

Route patterns are designed for routing calls from CUCM to ESBC over the SIP trunk so that CUCM extension users can
call external numbers. The route patterns determine which calls are sent to the SIP trunk based on a pattern match of
the phone number in the TO field. Route patterns can also perform transformations of the dial strings for the TO and
FROM fields.

For our LAB example, we want 9 as dial out prefix and followed by 10 digit DID numbers which match the pattern
9.24XXXXXXXX. In this case, we create a route pattern that is associated to the SIP Trunk name “Trunk_to_ESBC” and
instructs CUCM to route these calls (9.24XXXXXXXX) to ESBC. CUCM strips the number(s) before dot and send the
resulted strings to ESBC. In addition, Calling Party transformation is configured to add 240498 as the prefix to the
FROM field XXXX, the 4 digit extension numbers.

1.

2.

Navigate to Call Routing > Route/Hunt > Route Pattern. Click Add New button.

alalh,  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

System w» | Call Routing - | Medis Resources +  “oice Mall = Device »  Application +  User Managemert

ALR Group

Dial Rules 4

Route Fiter

RouteHurt 4 | Route Group
SIP Route Pattern Foute List
Class of Cortrol 4 ‘ Route Pattern

Figure 18 Accessing the Route Pattern Configuration

The Route Pattern configuration is illustrated in Figure 19. Note that Called Party Transformations, the Discard
Digits--Pre-dot is to remove all digits before the dot, e.g., 9.24XXXXXXXX=>removing 9 and retaining 24XXXXXXXX.
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Fmie Cisco Unified CM Administration WEWTE el Ci=co Unified CM Administration [+ @G

CISCO  £4; Cisco Unified Communications Solutions

admin About

Logol

System «  Call Routing « | Media Resources » | Voice Mail + Device +  Application =  User Managemsnt +  Bulk Administration + Help =

Route Pattern Configuration TR R ' Back To Find/List | v §G

B Save x Delete Copy Iﬂl} Add Mew

— Status

@ Status: Ready

— Pattern Definition

*
Route Pattern |9.24){XXXXXXX |
Route Partition |< Mone = v|
Description |eshc: outbound call |

Numbering Flan -- Not Selected --

Route Filter
MLPP Precedence™® | Default et |
Gateway/Route List* |Trunk_to_ESEC 3 | (Edit)
Route Option & Route thiz pattern

(O Black this pattern | No Errar b |
Call Classification® | OffNet s |

[J allow Device Override [¥] Provide Outside Dial Tone [ Allow Overlap Sending DUrgent Pricrity

¥ Require Forced Authorization Code
Authorization Level* |D |

F Require Client Matter Code

— Calling Party Transformations
Use Calling Party's External Phone Number Mask
Calling Party Transform Mﬁs'<|24g4ga}{x}{x |

Prefix Digits (Outgoing Calls) | |

Calling Line 1D Presentation® | Default v|

Calling Name Presentation™ |Defau|t v|

— Connected Party Transformations
Connected Line ID Presentation® | Default v|

Connected Name Presentation™ |Defau|t v|

— Called Party Transformations
Discard Digits | PreDiot v |

Called Party Transform Mask| |

Frefix Digits (Outgoing Calls) | |

— ISDN Network-Specific Facilities Information EIl
Network Service Protocol | - Mot Selected -- lv_‘|

Carrier Identification Code | |

Network Service Service Parameter Name Service Parameter Value

[ not selected -- v|| = Not Exist 3 i

= [Save] [Delete ] [Copy] [ Add New ]

@ *_ indicates required item.
Figure 19 Configuring Route Pattern Rule for CUCM-ESBC Outbound Calls
This completes the configuration of adding ESBC SIP Trunk to CUCM.
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4. ESBC Configurations

Please refer to ESBC Administrative Guide for detailed information.
(http://www.innomedia.com/support_manuals.shtml)

Configuring SIP Trunk Information

1. Navigate to Telephony > SIP TRUNKS > Trunk Settings

2. Enter the SIP Service information provided by your service provider.

® Y LG SBC 00O
2

Home Network  Telephony System ‘.'ﬁz:ard Theme Help Model:ESBC-9380

!

Q Trunks Setting

[+] Configure parameters of Trunk profile.
broadworks

Defautt Profile

Profile ID | [Broadworks

[l SIP Server

SIP Domain | [Broadworks SIP domain

N Host |Brcad‘.‘:crk3 SIP proxy IP or FQDN
o Port [S060  (Default: S060(UDP/TCF), S061(TLS))
@ Same as SIP Proxy
O [
o
) Learn from DHCP Option 15
{ Only valid when ESBC Internet Connection Type iz configured as DHCP Client.
Host Name Prefic |
Min Retry Interval IB;D— secs (Default:20)
Wax Retry Interval [1800  secs (Defaut:1800)

Transport | |Auto [¥

SIP Qutbound Proxy

ZBrowse. |

Figure 20. ESBC SIP Trunk — Trunk Settings

Adding and Configuring SIP Trunk and Account(s) on ESBC

ESBC supports two operational modes to access SIP Trunk telephony service provided by service provider:
®  Registration mode

e  Static mode

Configuring SIP Account(s) to ESBC with Registration Mode

1. Navigate to Telephony > SIP ACCOUNTS > SIP UA Setting.

2. Click Batch Config button to add/modify/delete accounts in bulk mode
3. Click Add tag to add SIP account(s) to ESBC.

It is possible to provision ESBC with only one pilot number (i.e., main public identity). In such case, implicit registration
is configured with registration agent. In addition, default route should be configured to this account as well.

Marks of different SIP UA types
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- Main Public Identity
* Default Route

Only one pilot number is provisioned on the ESBC with implicit registration operation in the IOT example. This pilot
number is also configured as the default route on ESBC.

® ® Y A G ESBC OO0

Home Hetwork  Telephony System Wizard Theme Help Model:E SBC-9380

@ Telenh & SIP UA Setting =
3 elephony

© Configure parameters of SIP UAs interconnecting with external TSP
= p@ - $IP TRUNKS gesh 5 i

% Trunks Setting SIP User Accounts Regiztration Agent
& Trunk SIP Profile

= - SIP ACCOUNTS Search: | Al v

No. UserID Auth ID  Registration Agent  Trunk Proxy Profile  Trunk SIP Profile  Type PBX SIP Profile Register to E
@ 1 | 24049835086 ESBC Broadsoft SP-Trunkin SIP Generic Regist
= pEr-- SIP-PBX and FXS *F 2 g

‘“ PBX SIP Profile Page 1 of 1, Total Records 1
& FXS Port Setting

!“ Authentication =
Batch Config| Refresh
& =P Parameters 4

Figure 21 ESBC SIP Account Settings

Configuring Registration Agent
1. Click Registration Agent tab, as shown in Figure 21.
2. Add a Registration Agent (RA) by giving its name and associate a trunk line to this RA.

‘-’ Registration Agent

© Setting Registration Agent for SIP Trunks

SIP User Accounts | Registration Agent

Search: |AH b
O Ho. Agent Name Main Public Indentity Action
O 1 ESBC 2404983506@as iop1 broadworks net <Innoledia 10T= ﬁ} i

Page 1 of 1. Total Records 1

Add | Delete
Figure 22 Configuring Registration Agent

Configuring Default Route

Enable Default Route can be configured by either selecting default route when creating new UA accounts as in Figure
23, or by editing an existing UA account as in Figure 24.

User ID Display Name Auth 1D Auth Password Default Route Action
2404983506 Enterprise password il

Figure 23 Configuring Default Route
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‘t_ SIP UA Setting ( 2404983506 )

[+] Configure SIP UA parameters.

Type | SIP
Enabled
Default Route

User D | [2404933506

Digplay Name | [InnoMedia 10T

Auth ID

Auth Paz=word |

Trunk Proxy Profile | | Broad=zoft | ¥
Trunk SIP Profile | | SIP-Trunking | %
Registration Agent | |ESBC |

PBEX Authentication Mode | local

® [12345
O Same as Auth Pazsword

PBX SIP Profile | | Cizco Unified CM b

© Enabled
PBX Static Registration

PBX Auth Paszword

SIP Contact |24D4983506@ 192.168.1.137:506! (user@pbx-ip:port)

Q Apply Q Cancel

Figure 24 Configuring Default Route-2

Configuring SIP Account(s) to ESBC using Static Mode

By default, the ESBC Trunk SIP Profile is configured with registration mode. If static mode is required, follow these steps
to change it.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile
2. Check Static Registration option

{.-’ Profile Configuration

Lo Configure SIP parameters for SIP server.

SIP-Trunking | profile20001

[ Default Profile

Profile ID |

SIP Parameters
Static Registration

Enable Session Timer (remember to enable global session timer)

Figure 25 Configuring static operation mode

Configuring ESBC using Static Operational Mode Connecting with SIP-PBX
CUCM 6.0 only supports static operational mode of SIP Trunk and connects to ESBC. You need to configure ESBC as

follows.
1. Navigate to Telephony > SIP PBX and FXS > PBX SIP Profile
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2. CUCM isin the PBX profile list. Check it as Default Profile and click Apply button, as shown in Figure 26. If your PBX
is not in the list, click Add button, please refer to Figure 27 and configure your PBX settings accordingly.

; e i : 3 71 D
Q@ Fvu » we - QT | FSBC
D A Al § = LOobDWGU
Home HNetwork Telephony System Viizard Theme Help Model:eSBC-9380
| ¥ pBXProfile Setiing
45 Telephony
© wanage Profie list and Set defautt profie.
Bl (2~ 51P TRUNKS ¢ #
‘.i Trunks Setting Ho. Profile ID Default Profile Action
% Trunk SIP Profile P F—— o i i |eras
E@----SIP#CCOUNTS . "
2 Innelisgia-PEX200 [l & [@ 1mport| Export
“. SIP UA Setting . I z i o =
3 I2CO Unimie I v
% Buk Assigning Import M
E 4~ SIP-PBX and FXS < Mierazoft OCS O B0 impor| export
& PEX SP Profie s Cisco UCE00 ¥ B @ 1mport| Export
% FXS Port Setting 6 Allworx O & @ Import| Export
% Authentication T Asterisk - Switchvox F] a |
Import| Export
‘. SIP Parameters N 3
g a Fonality Trixbox O Q‘ ] Import| Export|
e TAIEA
] Pingtel SIPxchangs F] n' ] 1 TE
e —— o Import| Export]
10 IPTel SER
El g2~ ADVANCED i O Import| Export
A i s .
% Digit Transiation 11 Aastralink Pro 180 1 a i} Impert| Export
‘. Emergency Call F
& Firewal add| @ Apoly
€ sHuRr

Figure 26 PBX Profile List

| >

“_ Profile Configuration (profile10011

[ +] Configure SIP parameters for SIP terminal.

Profie ID | [Your PEX Name

SIP Parameters

Enable Static Regiztration

D Use TCP Tranzport for SIP Mezzages
Timer Invite Expirez | |180 zecs (Default:180)
Timer 1xx Retransmis=ion | |50 zecs (Default:50)

Interoperability
Country Code (Thiz will be added or removed in the From and Contact headers) TN

'Frum'|nntE.16¢. without uger=phone 4
Set URI format of Header
To' |nntE.1G¢.'.'."rthnutuaer=phnn5 4
Set iIdentity header for callz to SIP terminal |NDHE w
|SstFrum header to: "Anonymeus” <sip:anenymous@[demain]= b

Bmmms s n

Figure 27 Adding a New PBX Profile and Enabling Static Registration to ESBC
3. Refer to Figure 24 for PBX Static Registration configurations on ESBC.

Configuring Call Transfer/Forward Methods on ESBC Interfacing with Service
Provider’s Core Network

Call Transfer
Different service providers may expect different Call Transfer methods when interfacing with their core networks.
The ESBC supports two methods to interface with core network. (1) SIP REFER & (2) re-INVITE.

21



InnoMedia ESBC Application Notes—SIP PBX-Cisco UCM 6.0

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile.

2. Choose the Target Profile ID (or create a new Profile), and configure this profile by clicking the <Action> button.
Scroll down and configure this Feature item: Process Call Transfer and Call Forward Locally, as shown in Figure 28.

e  REFER method: Uncheck
e Re-INVITE method: Check

Call Forward

Configuration for Call Forward is coupled with Call Transfer on ESBC. The configuration is the same as Call Transfer, as
shown in Figure 28.

®  When REFER is selected for Call Transfer, then the “302 moved temporarily” SIP method is used for Call
Forwarding.

®  When re-INVITE is selected for Call Transfer, then re-INVITE is used for Call Forwarding.

WIGLUIA UL I ULS S L 4% 1TL Y¥ L IULL 5L BN T

Method of processing re-INWITE without SDP I Send re-INVITEs without S0P e

D Accept RTRIAVP with sdescriptions offer

SOP with Secure Descriptions I Tranzmit =description transparent |

D Use Main Public Idertity in Cortact Header

tarp |

D Trunk Group ldentifier
trurk-cortesxt |

P-tcoess-Netwark-Info Header |

Security
D Check the domainost part of the To header in incoming requests

D Check the source IP address of incoming SIP messages
Features

D Require Register evert; 3GPP)

D Mot Retry Registrations on 403 Responses

Send SUBSCRIBE for Mezsage Waiting

Irterval |3600 ZECS

Process Call Transfer and Call Forwarding Locally I

D Support 100rel for Cutgoing calls
Play Ringkack Tone urtil receive 185 response from SIP Server
D Loop Detection

MNew | Replicate | Delete | Restore Defaultl @ Apply @ Cancel

Figure 28: Configuring Call Transfer Methods

Configuring Caller ID Display for Outbound Calls

ESBC provides the flexibility of configuring Caller ID display for outbound calls, by defining the “From” header of SIP
messages.

The steps and options are as follows.
1. Navigate to Telephony>SIP TRUNKS>Trunk SIP Profile

2. Choose the target Profile ID, and click the <Action> button to configure this setting, as displayed in Error!
Reference source not found. 20Error! Reference source not found..

e Display “Main Public Identity”: pilot number (and/or default route)
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e Display “Alternate Identity”: individual DID numbers configured on ESBC

e Display “the Original Caller”: the caller IDs of PBX users. ESBC would take the “FROM” header as it is sent from
the PBX.

Interoperability

From |n0tE.16¢. without uger=phone

v
To |notE.16:. without user=phone b
Set URI format of Header | "REGISTER' | net E. 184, without user=phone w
Refer-To |nut E. 154, without uzer=phone W

forward |not E.164, without user=phone w302 contact

|E&tFrum header to: "Ancnymous” <zip:ancnymous@anonymous.invalid= | %
Anonymous call
Sstpriwﬂcyhsadsrtu the value "id

Set From header for Outgeing callz Usze Main Public identity 4

Set Identity header for Outgoing callz |HDHE W

Figure 29 Configuring Caller IDs for outbound calls
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5. Appendix

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Adding Invalid Domain in REFER-To Header

Some SIP-PBX’s may adopt non-standard methods of handling call transfer/call forward requests which cause transfer
(or forward) failure when the transferee UA is external to the ESBC.

When performing Call Transfer using the SIP REFER method, the REFER method indicates that the recipient (identified
by the Request-URI) should contact a third party using the contact information provided in the request. However, some
SIP-PBX’s while handling calls originating from other networks may have an invalid domain name in the REFER-To
header and hence the call may be routed to unexpected destination.

ESBC PBX B-PBX User
A-SIP Trunk User B
External IP 192.168.11.1 2506
192.168.1.5 I 192.168.11.6
Acalls B 1 INVITE 2 INVITE INVITE
L] } L]
A and B talk RTP {Audio)
[ ]
B puts Aon hold | 3 INVITE 4 INVITE
L N ] LI ]
B puts C on hold
11 REFER 10 REFER
BrefersAto C
. C 1. INVITE 5506@domain.com
A 5507 10. Refer-to 5507@192.168.11.7
| 11 INVITE 19F 168.11.7 11. Refer-to 5507 @External IP
Acalls C > Call connects. Aand C are
‘ reachable via the call routing and

control functionality of ESBC.

Figure 30. SIP-PBX sends local IP in contact information in REFER messages

ESBC Resolving the Network Contact Information of REFER-To Header

ESBC ensures the original caller receives a REFER request containing a Refer-To URI that is reachable. ESBC has PBX
profile settings for SIP-PBX as shown in Figure 31.

1. Navigate to Telephony > SIP-PBX and FXS > PBX SIP Profile
2. Choose the target SIP-PBX profile (or create a new profile),
3. Check the item “Ignore Domain in Refer-To” header.
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SetCaller D iftdoss ot excist | |
P-Preferred-ldentity

Get Caller ID from SIP Header if exists. P-Azserted-ldentity
Remote-Party-ID
Alertinfo

Forward SIP Header to SIP terminal Higtory-Info

Diversion

Forward DTMF in SIP INFO to SIP Server

Strip ICE Attributes

D Remove Contact and Record-Route Headers in 180 Responses

D Add expires header in the 200 rezsponse of registration

[use the =P terminals IP address as the domain

D Use "Ir=true” for loose routing

[Juse entire 5P address as the authentication name

Cuse rrc 2543 Holo
Prefer Route by identitiss
D Remove other media types when =ending T.38 offer

| Ignore domain in Refer-To header |

Order of 2ending Re-INVITE: I Send re-INVITE= all the way directly e

Figure 31 Ignore domain in Refer-To header to solve the unexpected network contact information

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Sending Local Call-ID in SIP REFER Messages

Some SIP-PBX may handle Call Transfer in an unexpected way: The REFER message sent from the SIP-PBX carries a
locally generated Call-ID, i.e., Call-ID: Y instead of conforming to Call-ID: X1 as in the first call, as illustrated in Figure 32.
Hence, it causes a failure to associate this Call-ID:Y to any of previously established call. In this case, ESBC handles this
local “REFER” (transfer) with a new INVITE message to caller. Please refer to Figure 28, this feature “Process Call
Transfer and Forwarding Locally” should be checked.

seesx | rovde
Provider

ESBC PSTN CallerA
May [ speak to C?
. INVITE
INVITE Call-ID: X

Call-ID: X1 - ;
Transferor B RERER Processfkferand
Sure, [ will transfer to C. fwd Ipcally

Re-INVITE
Call-ID: Y Sl
ReferCto A
Transferee C

Service Providersees a
relNVITE with the same
Call-1ID: X

SIP PBX creating Call-ID:
Y for “REFER C to A" .
However Call-IDY failed
to associate the
previously established
Call-IDX1.

Figure 32 The SIP PBX Transfer Problem with REFER Message
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