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1. Introduction

This application note provides configuration steps for Service Providers to deliver SIP Trunking Services to enterprise
customers deploying Cisco SPA9000 SIP PBXs using InnoMedia's Enterprise SIP Gateway (ESG) ESBC9x28-4B. The ESBC
is owned and managed by the service provider and performs necessary SIP normalization, NAT and firewall traversal,
security operations, performance reporting and remote diagnosis.

Delivering Business Voice Services to Enterprises

Figure 1 illustrates how business voice services can be delivered to enterprise customers having legacy TDM PBXs, IP
PBXs, or through hosted voice services.
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Figure 1 Delivering Business Voice Services to Enterprise Customers
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Getting Started

The following preliminary pieces of information are required:
e  SIP Proxy Server IP address or FQDN and SIP Domain.
e  SIP Trunk user accounts, direct inward dialing (DID) numbers, and/or a main pilot number.

e S|P authentication credentials with the service provider network.

2. Interoperability Compliance Testing

The SIP Trunking ESG - PBX interoperability lab setup is shown in Figure 2 where a Cisco SPA9000 is connected to an
ESBC, which in turn is registered to a softswitch/SIP server. To verify ESBC - PBX interoperability, the following features
and functionality are executed during the interoperability compliance tests.

Features Tested

® Inbound calls to Cisco SIP Phones, analog and FAX machines connected to the PBX FXS port(s).
e  Qutbound calls from Cisco SIP Phones, analog and FAX machines connected to the PBX FXS port(s).
®  Various Call features:

— Blind and Consulted Call Transfer

— Call Forwarding

—  Caller ID presentation and Caller ID restriction

— Three way conference call

— User features such as hold, resume

—  DTMF transmission using in-band and/or RFC2833
e Codec: G.711 mu-law, G.729
e  FAX: G.711 pass through, T.38

Features Not Supported

®  GIN registration
e  Static operational mode
e  DTMF-relay

Known Issues

If T38 is enabled in SPA9000, FAX calls cannot fallback to G711 and fail.

Equipment and Software Validated of this Application Note

The lab network for the SIP Trunk reference configuration is illustrated below and is represented of an Mitel PBX
configuration.

The LAB network consists of the following components:
ESBC

Model : ESBC 9380-4B

Firmware Version : esbc-9x-2-0-12-36
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PBX
Model
Firmware version

PBX LAN Phone

: Cisco SPA 9000
:6.15

Model : InnoMedia MTA6308-SL2
Firmware version :10.3.3
WAN Phone
Model : InnoMedia 6308-SL2
Firmware version :10.3.3
Model : 7308-SLY65P
Firmware
SIP Server
Broadsoft Broadworks
Version :R18
LAB Configuration Example
Table 1 - IP Address
Component 10T LAB Value Your Value
InnoMedia ESBC
LAN IP Address 172.16.250.1
LAN Subnet Mask 255.255.0.0
WAN IP Address 108.92.17.140
Cisco SPA 9000
IP Address 172.16.108.120
Table 2—Account Information
DID Account Number Account Attribute Extension
2404983506 Pilot Number / Default Route 3506
2404983507 DID 3507
2404983508 DID 3508
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ESBC - Cisco SPA 9000 LAB Setup

Customer Premise Service Provider

Analog FAX Service Provider
Extension: SIP Server
DID:

Analog FAX

Cisco SPAS000

ESBC
LAN IP:172.16.250.1

2418884822

WAN IP: 172.16.108.120

2404983513

IP: DHCP Client T e
Extension: 3057 et

DID: 2404983507

2404983511

&

IP: DHCP Client
Extension: 3508
DID: 2404983508

2404983512
-

Management Console PC

= Corporate Network PBX Voice VLAN

Analog FAX

= Service Provider Network Analog Line

Figure 2 — SIP Trunk LAB Reference Network
The lab network consists of the following components:

e Device Under IOT Test:
—  PBX: Cisco SPAS000
—  Enterprise SIP Gateway: InnoMedia ESBC9380-4B

e Two Cisco phones on the local LAN registered to SPA9000, and one fax machine connected to an FXS port of
SPA9000

e Broadsoft Broadworks R18 as Service Provider Core Network SIP Softswitch

e Three IP Phones and an ATA registered to Broadworks R18. A fax machine is connected to the ATA for fax
testing.

DHCP server and SIP trunk termination

3. Cisco SPA 9000 Configurations

The following steps describe the configurations to assist administrator in connecting Cisco SPA 9000 GUI to access SIP
Trunk Service with ESBC.

Once logged into the IPBX GUI as an Administrator, follow these steps to configure SIP Trunk Service.
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Network Configuration

1. Login SPA9000
2. Navigate to Router tab > WAN Setup tab

3. Select “Static IP” for Connection Type, and enter IP with the same subnet as ESBC LAN
) — ;

P e £
G-.-«N%‘ hitpy//172.16.25.120/advanced 2 - 8¢ x|[@ tinksys 5pA Configura.. % |_| AR

File Edit View Favorites Tools Help

LiINnKSYS'

A Division of Cisco Systems, Inc. Linksys Phone Adapter Configuration
| |

Router i Voice I
Status Wan Setup Lan Setup Application

| »

PBX Status

Admin Login  basic | advanced

nternet Connection Settings
{Connection Type: Static IP hd

m

Gtatic IP Settings
Static IP: 172.16.25.120 NetMask: 255.255.0.0
Gateway: 172.16.0.1

PPPoE Settings
PPPOE Login Name: PPPOE Login Password:
PPPOE Service Name:

Optional Settings
HostName: Domain: as.iop1.broadworks.net

Primary DNS: 199.19.193.12 Secondary DNS: 4.2.2.1

MAC Clone Settings
Enable MAC Clone Service: no - Cloned MAC Address:

Remote Management
Enable WAN Web Server: yes - WAN Web Server Port: 80

QOS Settings
QOS QDisc: NONE ~ Maximum Uplink Speed: 128 (Kbps)

I m | ¥

Figure 3 — Configuring WAN IP
Adding SIP Trunk and Subscriber(s) and Extension(s)

Add a Subscriber
Log in SPAS000
Navigate to Voice tab
Go down to “Subscriber Information” section
—  Enter provided subscriber information — User ID, Password, Auth ID

— Change “Contact List” as desired. Contact list is line extension. Default fault settings are 101 for Line 1,
102 for Line 2, etc.
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Subscriber Information

Display Name: 2418884815 User ID: 2418884815
Password: Use Auth ID: no -
Auth ID: 2418884815 Call Capacity: unlimited -
Contact List: 101 I

Cfwd No Ans Delay: 20

Figure 4 — Adding a Subscriber

Configure Proxy
While in the Voice configuration WEB Ul

1. Go down to “Proxy and Registration” section

2. Enter provided proxy and registration information — Proxy IP is ESBC LAN IP address.

Proxy and Registration

[proxy: 172.16.250.1

Outbound Proxy:

Use Outbound Proxy: no - Use OB Proxy In Dialog: yes -

Register: yes v Make Call Without Reg: no -

Register Expires: 7200 Ans Call Without Reg: no -

Use DNS SRV: no - DNS SRV Auto Prefix: no -

Proxy Fallback Intvl: 3600 Proxy Redundancy Method: Normal -
Mailbox Status: Mailbox Subscribe URL:

Mailbox Deposit URL: Mailbox Subscribe Expires: 2147483647

Mailbox Manage URL: VMSP Bridge: None -

CFWD Bridge Mode: none - XFER Bridge Mode: none -

Figure 5 Configuring Proxy and Registration

Configuring Outgoing Dial Rules
1. Navigate to Voice tab > SIP

2. Godown to “PBX Phone Parameters” section

PBX Phone Parameters
Next Auto User ID: 103

Phone Upgrade Rule:

Phone Ext Password:

IPhUne Dial Plan:

(9,[3469]1150(9, <: 1408 [ 2-9 bocooe| 9, <1 1>[2-9]eoococoxS0| 9, 1[2-9 oo I

Phone Config XML:

Use LVS_PROXY: no - CTI Enable: no -

Figure 6 — Configuring Dial Plan

Phone Dial Plan — controls how calls will be dialed on this trunk. Take “9,<:1408>[2-9]XXXXXX", for example.
PBX removes the dialing prefix “9” from the number, and but would only pass 1408[2-9]XXXXXX to the trunk.

Registration

1.
2.

Navigate to Voice tab

Go down to “Proxy and Registration” section
— Select “Register — yes”

—  Set “Register Expires ” to desired time.

— Select “Make Call Without Reg” to designed an option — by selecting “no”, unregistered line will not
allowed to make calls.

— Select “Ans Call Without Reg” to desired an option — by selecting “no”, unregistered line will be able to
receive calls.
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Proxy and Registration
Proxy: 172.16.250.1
Outbound Proxy:

Use Outbound Proxy: no - Use OB Proxy In Dialog: yes v

Register: yes ¥ Make Call without Reg: no -

Register Expires: 7200 Ans Call Without Reg: no -

Use DNS SRV: no - DNS SRV Auto Prefix: no -

Proxy Fallback Intvl: 3600 Proxy Redundancy Method: Normal -
Mailbox Status: Mailbox Subscribe URL:

Mailbox Deposit URL: Mailbox Subscribe Expires: 2147483647

Mailbox Manage URL: VMSP Bridge: None -

CFWD Bridge Mode: none T XFER Bridge Mode: none A

Figure 7 — Configure Registration

4. ESBC Configurations

Please refer to ESBC Administrative Guide for detailed information.
(http://www.innomedia.com/support_manuals.shtml)

Configuring SIP Trunk Information

1. Navigate to Telephony > SIP TRUNKS > Trunk Settings

2. Enter the SIP Service information provided by your service provider.

& v wafy i ESBC QOO
80

Home Network  Telephony System Wizard Theme Help Model:ESBC-85

3

“; Trunks Setting

[ +] Configure parameters of Trunk profile.

| broadworks

Default Profile

Profile ID | |Broadworks

[= SIP Server

SIF Domain | |Broadworks SIP domain —

Host |Brcad'.‘.'0rk5 SIP proxy IP or FQDN
SIP Proxy
Port |S0680  (Default: SOS0{UDPTCP), S051(TLS))

@ Same as SIP Proxy
C [
i

() Learn from DHCP Option 15
{ Onhy valid when ESBC Internst Connection Type iz configured az DHCP Client. }
Host Name Prefix

SIP Qutbound Proxy

Win Retry Interval |30 secs (Default:30)
Wax Retry Interval [1B00  secs (Default: 1800}

Tranzport Auto | W

| |

Figure 8 ESBC SIP Trunk — Trunk Settings

Adding and Configuring SIP Trunk and Account(s) on ESBC

ESBC supports two operational modes to access SIP Trunk telephony service:
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e  Registration mode

e  Static mode

Configuring SIP Account(s) to ESBC with Registration Mode

1. Navigate to Telephony > SIP ACCOUNTS > SIP UA Setting.

2. Click Batch Config button to add/modify/delete accounts in bulk mode
3. Click Add tag to add SIP account(s) to ESBC.

It is possible to provision ESBC with only one pilot number (i.e., main public identity). In such case, implicit registration
is configured with registration agent. In addition, default route should be configured to this account as well.

Marks of different SIP UA types
F Main Public Identity
w Default Route

Only one pilot number is provisioned on the ESBC with implicit registration operation in the IOT example. This pilot
number is also configured as the default route on ESBC.

@ % v wi Y G ESBC OO0

Home Hetwork Telephony System Wiizard Theme Help Model:ESBC-9380

< ¥ SIPUA Setting =
+ Telephony

© Configure parameters of SIP UAs interconnecting with external TSP,

2 SIP TRUNKS Lt :
'L, Trunks Setting 5IP User Accounis Registration Agent
& Trunk SP Profie

= & 5IP ACCOUNTS S AU b

No. User ID Auth ID  Registration Agent Trunk Proxy Profile Trunk SIP Profile  Type PBX SIP Profile RegistertoE

'L Bulk Az=igning

= 2 - SIP-PBX and FX5
'{, PBX SIP Profile Page 1 of 1, Total Records 1
% FX3 Port Setting

Authentication =
‘“ Batch Config| Refresh

% 5P Parameters

*F 0| 1 |2404983506 ESBC Broad=oft SIP-Trunking siP Generic Regist:

Figure 9 ESBC SIP Account Settings

Configuring Registration Agent
1. Click Registration Agent tab, as shown in Figure 10.
2. Add a Registration Agent (RA) by giving its name and associate a trunk line to this RA.

(‘ Registration Agent

© Setting Registration Agent for SIP Trunks

SIP User Accounts Registration Agent

search: [All v
O No. Agent Name Main Public Indentity Action
O 1 ESBC 2404983506@as.iopl net 10T> m i}

Page 1 of 1, Total Records 1

Add | Delete
Figure 10 Configuring Registration Agent

Configuring Default Route

10



InnoMedia ESBC Application Notes—Cisco SPA9000 SIP PBX

Enable Default Route can be configured by either checking the Default Route box when creating new UA accounts as
shown in Figure 11, or by editing an existing UA account as illustrated in Figure 12.

User ID Display Name Auth 1D Auth Password Default Route Action

2404983506 Enterprise password o

Figure 11 Configuring Default Route-1

k SIP UA Setting ( 2404983506

© Configure SIP UA parameters

Type | SIP
Enabled
Default Route

UserID | [2404983506

Display Name | [InnoMedia 10T

Auth ID

Auth Password

Trunk Proxy Profile | [ Broadsoft
Trunk SIP Profile | [ SIPTrunking |~
Registration Agent | [ ESBC |+

PBX Authentication Mode | none

PBX Auth Password I
Same as Auth Password

PBX SIP Profile | | Cisco Unified CIM &
© Enabled
SIP Contact [2404983506@192.168.1.137:506( (user@phx-ip:port)

© roow | [@ concm

PBX Static Regi:

Figure 12 Configuring Default Route-2

Configuring SIP Account(s) to ESBC using Static Mode

By default, the ESBC Trunk SIP Profile is configured with registration mode. If static mode is required, follow these steps
to change it.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile.
2. Click Static Registration option

‘# Profile Configuration

© Configure SIP parameters for SIP server.

SIP-Trunking | profile20001

[ Default Prafile
Profile ID |

SIP Parameters

Static Registration

Enable Session Timer (remember to enable global session timer)

Figure 13 Configuring static operation mode

11
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Configuring Call Transfer/Forward Methods on ESBC Interfacing with Service
Provider’s Core Network

Call Transfer

Different service providers may expect different Call Transfer methods when interfacing with their core networks.
The ESBC supports two methods to interface with core network. (1) SIP REFER & (2) re-INVITE.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile.

2. Choose the Target Profile ID (or create a new Profile), and configure this profile by clicking <Action>. Scroll down
and configure this option, Process Call Transfer and Call Forward Locally, as shown in Error! Reference source not
found..

e  REFER method: Uncheck
e Re-INVITE method: Check

Call Forward
Configuration for Call Forward is coupled with Call Transfer on ESBC. The configuration is the same as Call Transfer.

e  When REFER is selected for Call Transfer, then the “302 moved temporarily” SIP method is used for Call
Forwarding.

e When re-INVITE is selected for Call Transfer, then re-INVITE is used for Call Forwarding.

[ Reject all received REFER
Force =end REFER even if the peer not add REFER in the Allow header

D Remove other media types when =ending T.32 offer

Order of 2ending Re-INVITE= |55n:| re-INWVITEs all the way directly b

Method of processing INVITE without SDP |Sen:| INWITEz without SOP w

Method of processing re-INVITE without SDP |Send re-INVITEs without SDP b

D Accept RTP/AWVP with =descriptions offer

SDP with Secure Dezcriptions ]'ranam'rt sdescription trangparent | ¥

D Use Main Public ldentity in Contact Header

tarp [

DTrunk Group ldentifier
trunk-context |

P-Access-Network-Info Header |

Security
D Check the domain/host part of the To header in incoming requests
D Check the source IP address of incoming SIP messages
Features
i Reguire Register event(3GPP)
D Mot Retry Registrations on 403 Responses

D Send SUBSCRIBE for Mezsage Waiting
Interval |3600 =secs

D Process Call Transfer and Call Ferwarding Locally
D Support 100rel for Outgoing calls

Play Ringback Tone until receive 18X rezponze from SIP Server

11 ann Netertinn

Figure 14 Configuring Call Transfer Methods

12
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Configuring Caller ID Display for Outbound Calls

ESBC provides the flexibility of configuring Caller ID display for outbound calls, by defining the “From” header of SIP

messages.

ESBC gets caller ID from one of the following headers:

®  From Header

e  P-Preferred Identity
e  P-Asserted Identity
e Remote-Party-ID

The steps and options are as follows.

1. Navigate to Telephony>SIP TRUNKS>Trunk SIP Profile
2. Choose the target Profile ID, and click the <Action> icon to configure this setting, as displayed in Figure 15.

e Display “Main Public Identity”: pilot number (and/or default route)

e Display “Alternate Identity”: individual DID numbers configured on ESBC

e Display “the Original Caller”: the caller IDs of PBX users. ESBC would take the “FROM” header as it is sent from

the PBX.

Note: For all outbound calls to carry main trunk line number, you should configure main trunk line as Default Route.

Interoperability

Set URI format of Header

Anonymousg call

Set From header for Qutgoing callz

Set Identity header for Outgoing callz

From |nctE.1E=. without user=phone -
To |nct E.1584, without uzer=phone b
REGISTER' |nct E.184, witheut user=phone W
Refer-To |nct E. 184, without uger=phone W
forward |nct E.164 without uzer=phone | 302 contact

|EetFrcmheadertu:: Anonymous” <sip anonymousi@anonymous.invalid= | v
Set privacy header to the value "id

Use Main Public identity I

| HonE v

Figure 15 Configuring Caller IDs for outbound calls

13
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5. Appendix

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Adding Invalid Domain in REFER-To Header

Some SIP-PBX’s may adopt non-standard methods of handling call transfer/call forward requests which cause transfer
(or forward) failure when the transferee UA is external to the ESBC.

When performing Call Transfer using the SIP REFER method, the REFER method indicates that the recipient (identified
by the Request-URI) should contact a third party using the contact information provided in the request. However, some
SIP-PBX’s while handling calls originating from other networks may have an invalid domain name in the REFER-To
header and hence making the call may be routed to an unexpected destination.

A SIP-PBX B SIP-PBX C
1111 192 168.11.1 5506 192 168.11 1 5507
SIP Trunk User 192.168.11.6 192.168.11.7
192.168.1.5
Acalls B 1 NITE 2 INVITE
P °
Aand B talk RTP (Audio)
8 putsAonhold | 3INVITE 4 INVITE
- 5 INVITE 8 INVITE
Bcalls C > >
L ] L ]
. . RTP (Audio)
L] o
B puts C on hold 7 INVITE 8 INVITE
9 REFER 10 REFER
B refersAto C
L]
A C 1 INVITE 5506@domain.com
11 INVITI 9. Refer-to 1111 omain.com
Aol B :_ @omain.com|

Figure 16 SIP-PBX sends local IP in contact information in REFER messages

ESBC Resolving the Network Contact Information of REFER-To Header

ESBC ensures the original caller receives a REFER request containing a Refer-To URI that is reachable. ESBC has PBX
profile settings for SIP-PBX.

1. Navigate to Telephony > SIP-PBX and FXS > PBX SIP Profile
2. Choose the target SIP-PBX profile (or create a new profile),
3. Check the item “Ignore Domain in Refer-To” header.

14
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Set Caller ID if t doss notexist| |
P-Preferred-ldentity

Get Caller ID frem SIP Header if exists P-Azserted-ldentity
Remote-Party-ID
Alert-info

Forward SIP Header to SIP terminal Hiztory-Info

Diversion

Forward DTMF in SIP INFO to SIP Server

Strip ICE Attributes

D Remove Contact and Record-Route Headers in 180 Responses

D Add expires header in the 200 responze of registration

D Uze the SIP terminal'z IP address as the domain

D Use "Ir=true” for looz=e routing

D U=e entire SIP addres= a= the authentication name

[use rFC 2543 Hold
Prefer Route by identities
D Remove other media types when =ending T.38 offer

| Ignere domain in Refer-To header |

Order of =ending Re-INVITE= I Send re-INVITE= all the way directly b

Figure 17 Ignore domain in Refer-To header to solve the unexpected network contact information

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Sending Local Call-ID in SIP REFER Messages

Dome SIP-PBX may handle Call Transfer in an unexpected way: The REFER message sent from the SIP-PBX carries a
locally generated Call-ID, i.e., Call-ID: Y instead of conforming to Call-ID: X1 as in the first call, illustrated in Figure 18.
Hence, it causes a failure to associate this Call-ID:Y to any of previously established call. In this case, ESBC handles this
local “REFER” (transfer) with a new INVITE message to caller, and setup a new media stream between the caller and
ESBC. Please refer to Figure 14. This feature “Process Call Transfer and Forwarding Locally” should be checked.

Provider
ESBC

PSTN CallerA
May | speak to C?

Transferor B REFER Processffer and
Sure, [ will transfer to C. fwd lpcally

Call-ID: Y
Refer Cto A

Transferee C

Service Providersees a
relNVITE with the same
Call-1D:X

SIP PBX creating Call-ID:
Y for “REFER C to A”.
However Call-IDY failed
toassociatethe
previously established
Call-IDX1.

Figure 18 The SIP PBX Transfer Problem with the REFER Message
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