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1. Introduction

This application note provides configuration steps for Service Providers to deliver SIP Trunking Services to enterprise
customers deploying the Avaya IP Office IP 500 PBXs using InnoMedia's Enterprise SIP Gateway (ESG) ESBC9x80-4B. The
ESBC is owned and managed by the service provider and performs necessary SIP normalization, NAT and firewall
traversal, security operations, performance reporting and remote diagnosis.

Delivering Business Voice Services to Enterprises

Figure 1 illustrates how business voice services can be delivered to enterprise customers having legacy TDM PBXs, IP
PBXs, or through hosted voice services.
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Figure 1 Delivering Business Voice Services to Enterprise Customers
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Getting Started

The following preliminary pieces of information are required:
° SIP Proxy Server IP address or FQDN and SIP Domain.
. SIP Trunk user accounts, direct inward dialing (DID) numbers, and/or a main pilot number.

° SIP authentication credentials with the service provider network.

2. Interoperability Compliance Testing

The SIP Trunking ESG - PBX interoperability lab setup is shown in Error! Reference source not found. where IP Office
500 PBX is connected to an ESBC, which in turn is registered to a softswitch/SIP server. To verify ESBC - PBX
interoperability, the following features and functionality are executed during the interoperability compliance tests.

Features Tested

® Inbound calls to Avaya IP Phones, and fax machines connected to Avaya IP Office PBX FXS ports.
e  Qutbound calls Avaya IP Phones, and fax machines connected to Avaya IP Office PBX FXS ports.
e Various Call features:

°  Blind and Consulted Call Transfer

°  Call Forwarding
°  Caller ID presentation and Caller ID restriction

°  Three way conference call

°  User features such as hold, resume

e DTMF transmission using in-band and/or RFC2833
e Codec: G.711 mu-law, G.729
e  FAX: G.711 pass through, T.38

Known Issues

e |P Office fails to send T38 fax. It sends 200 OK response with PCMU parameters when receiving T38 INVITE
message instead of 200 OK response with T38 parameters.

Limitations at the IOT Lab

Equipment and Software Validated

The lab network for the SIP Trunk reference configuration is illustrated below. The lab network consists of the following

components:
ESBC
Model : InnoMedia ESBC 9380-4B
Firmware Version : esbc-9x-2-0-12-36
PBX
Model : Avaya IP Office 500
Firmware version : Avaya IP Office 8.0.44/IP Office Manager 10.0 (44)
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PBX LAN Phone
Model
Firmware version
WAN Phone
Model
Firmware version
Model
Firmware
SIP Server

Broadsoft Broadworks

: Avaya 5610SW IP
:i10d01a2_2.bin

: InnoMedia 6308-SL2
:10.3.3
: InnoMedia 7308-MLY65P

Version :R18
LAB Configuration Example
Table 1 - IP Address
Component 10T LAB Value Your Value
InnoMedia ESBC
LAN IP Address 172.16.253.1
LAN Subnet Mask 255.255.0.0
WAN [P Address Public IP
Avaya IP Office
IP Address 172.16.253.8
Table 2—Account Information
DID Account Number Account Attribute Extension
2404983515 Pilot Number / Default Route 8000
2404983516 DID 8001
2404983517 DID
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WAN IP:
172.16.253.8
Pilot Number
2404983515

ESBC— PBX Avaya IP Office 500 |IOT LAB Setup

Customer Premise Service Provider

Analog FAX
Extension:
DID:

Service Provider
SIP Server

Analog FAX

Avaya IP Office 500

Extension: 8000 =
DID: 2404983516 Ay
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DID: 2404983517 .
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2404983512
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IP:
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Service Provider Network Analog Line

Figure 2. SIP Trunk LAB Reference Network

The lab network consists of the following components:

Device Under IOT Test:
—  PBX: Avaya IP Office 500
— Enterprise SIP Gateway: InnoMedia ESBC9380-4B

Two Avaya phones on the local LAN registered to the PBX, and one fax machine connected to an FXS port
of the PBX.

e  Broadsoft Broadworks R18 as Service Provider Core Network SIP Softswitch

e Three IP Phones and an ATA registered to Broadworks R18. A fax machine is connected to the ATA for fax
testing.

e  DHCP server and SIP trunk termination

3. Avaya IP Office 500 Configurations

The instructions provided in this section are intended to help Field Install Technicians configure the Avaya IP Office 500
to connect to the InnoMedia ESBC9x80-4B. They are not intended for advanced functionality setups. It is further
assumed that Field Install Technicians already have knowledge of IP Office 500 operations.

Once logged into the IP Office Manager GUI as an Administrator, follow these steps to configure SIP Trunk Service.

Configuring System Information

1. Configure LAN2 IP Address (WAN IP Address). Navigate to System—>Avaya IP Office on the left pane. Select LAN2
tab and then LAN Settings tab, as displayed in Figure 3.
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2.
3.

Enter IP Address, IP Mask of IP Office WAN interface.
Enter Primary Trans. IP Address (which is ESBC LAN IP address).

nistrator)]

IP Offices

b %%gggm(%) System | LAN1 || LAN2 | DNS | voicemail | Telephony | Directory Services| System Events| SMTP | SMDR| Twinning | vaM | cCR | Codecs|
e IOWCQ LAN Settings |VoIP | Network Topology | SIP Registrar|
- Avaa [P Office 1P Address [ g2 ¢« 36 o 75 8 |
= Control Unit (3)
& Extension (4) 1P Mask | 255¢ . 858 . 25K ]
?ﬁ User (6) et
HuntGroup (0 " 2 I |
- Shor_t Code (57) Primary Trans. I[P Address | 172 16 253 i \
& g 3?%"??)(0) Firewall Profile |<None> v|
& Incomina Call Route (3) T
@ WanPort (0) RIP Mode |None |
== Directorv (0)
& f@ ime Fn'oﬁfefgl){ i O Enable NAT
: Firewall Profile (1
= ill IP Route (3) Number Of DHCP IP Addresses |200 2
2w Account Code (1) I:I
=% License (5) DHCP Mode
Wi Tunnel (0)
@-§5 User Rights (8) O Server O Client O Dialin @ Disabled Advanced
¢ ARS (2)
- fx E911 System (1)

Ready [ L

Figure 3 Avaya IP Office SIP Trunk Settings

Configuring SIP Trunk

Configuring SIP Line

1.
2.
3.

Navigate to Avaya IP Office > Line. If none exists, do a right mouse click on it to add a line.
Select SIP Line tab.

Enter ITSP Domain Name: This is the IP of the ESBC LAN Port to which SIP PBX registers. In LAB example, the IP
address is set to “172.16.253.1", as Figure 4 displays.
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i Avaya IP Office R8 Manager Avaya IP Office [8.0(44)] [Administrator(Administrator)]

Eile Edit View Tools Help
i3S -dIE
IP Offices

R BOOTP (1)
s+ Operator (3)
=% Avaya IP Office
&5 System (1)
= Avaya IP Office
ERR Ene (1)

= Control Unit (3)
=& Extension (4)
"= 8000 8000
"= 8001 8001
«& 25 8002
<& 26 8003
4 User (6)
4% HuntGroup (0)
% Short Code (57)
@ Service (0)
& RAS (1)
= Incoming Call Route (3)
@ 12404983515
@ 12404983516
@ 12404983517
@ wanPort (0)
== Directorv (0)
2 Time Profile (1)
@ Firewall Profile (1)
IP Route (3)
a= Account Code (1)
% License (5)
@ Tunnel (0)
5 User Rights (8)
2 ARS (2)
¥ 50: Main

‘¥ 51: SIP
f* E911 System (1)

A |~ = 28| Avaya IP Offic [z Line

SIP Line - Line 1

s Kvl<]>

Line Number

ITSP Domain Name

Prefix

National Prefix
Country Code
International Prefix
Send Caller ID

Association Method
lv] REFER Support

Incoming

QOutgoing

172.16.253.1

1

00

‘NOHE

‘Bv Source IP address

In Service

Use Tel URI O

Check 00S ]

Call Routing Method ‘To Header v ‘
Originator number for ‘ ‘
forwarded and twinning calls

Name Priority ‘System Default v ‘

|Aut0

|Aut0

Figure 4 Configuring SIP Trunk - SIP Line

Configuring SIP Proxy — Transport

1. Select Transport tab
2. Enter ITSP Proxy Address with ESBC LAN IP address, as Figure 5 displays.
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i Avaya IP Office R8 Manager Avaya IP Office [8.0(44)] [Administrator(Administrator)]
File Edit View Tools
As-HEEEA v -2

R BOOTP (1)
7 Operator (3)
Avava IP Office
% System (1)
= Avava IP Office
&% Line (1)

&
B

Help
i Avaya IP Offic |z Line I
SIP Line - Line 1

SIP Line|[Transporf]SiP URI|VoIP | T38 Fax|SIP Credentials|

K v <]

ITSP Proxy Address \172‘16‘253.1

Network Configuration

Layer 4 Protocol uoP

<

Send Port |5060 =

Use Network Topology Info !-LAN 2 V| : | 6 ‘

Explicit DNS Server(s) | © 0 c . o |[ o 0 o . o |
Calls Route via Registrar

1
- Incomina Call Route (3)
2 WanPort (0)
== Directory (0)
&) Time Profile (1)
=@ Firewall Profile (1)
IP Route (3)
-8 Account Code (1)
&% License (5)
i Tunnel (0)
& §5 User Rights (8)
& ARS (2

& fx E911 System (1)

Separate Registrar

Ready [ I

Figure 5 Configuring SIP Trunk -Transport

Adding and Configuring SIP Accounts (SIP URI)

This associates the SIP User with a group, and also the IP of the system.

1. Select SIP URI tab to configure SIP accounts.

2. Click Edit button to edit the highlighted account, or Click Add button to create a new account, as Figure 6 displays.
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@ Avaya IP Office R8 Manager Avaya IP Office [8.0(44)] [Administrator(Administrator)]

File Edit View Tools Help
i2 5 || FEd v o2 B Avaya IP Offic |- Line -1 -

IP Offices SIP Line - Line 1 k-l Xlvl<|>

A& BOOTP (1) |SIP Line| Transport STP URT|VoIP |T38 Fax|SIP Credentials
Operator (3)

P ﬁ\:'%\.\:’aséaqoﬁi)ce Channel Groups Via Local URI Contact  Display Name PAI Credential Max Calls Add...

% Avava 1P Office 1 117 1.. 240498.. 2404.. 2404983515 N.. 1:2404.. 2
=17 Line (1) 2 1 17 1... 240498... 2404... 2404983516 N... 2:2404... 3

w1 . 3 il Sil7 1... 240498... 2404... 2404983517 MN... 3:2404... 3
= Contral Unit (3]

=4 Extension (4) Edit...
= 8000 8000
"= 8001 8001
& 25 8002
& 26 8003
i User ()
2% HuntGroup (0)
#x Short Code (57)
® Service (0)
4 RAS (1)
=-@ Incomina Call Route (3)
@ 1 2404983515
© 1 2404983516
@ 1 2404983517
& WanPort (0)
<= Directory (0)
£ Time Profile (1)
@ Firewall Profile (1)

[P Route (3) | Edit Channel -
= Account Code (1 . o |
w. License (5) Via [172.16.253.8 |

@ Tunnel (0)

i1 User Riahts (8) Local URT Use Credentials User Name v |
‘€ ARS (2)
¥ 50: Main Contact |Use Credentials User Name v |
‘¥ 51: SIP

fx E911 Svstem (1) Display Name |Use Credentials User Name V|

Remove

B B

gc:)

PAI |N0ﬂe v|

Registration |1: 2404983515 M

Incoming Group

= =
~J

Outgoing Group
Max Calls per Channel |5

4 )

Figure 6. SIP URI Settings
Add entry for each Phone Number.
—  Via—the current IP of your Avaya
— Local URI, Contact, and Display Name: select “Use Credentials User Name”
— PAI-Leave it as “None”, if not required.
— Registration — Use the pull down to choose the line to configure

— Incoming Group — Enter 1 for the Lab setup. If different group number is used, it is necessary enter actual
information.

— Outgoing Group — Assign it some number. Use this number to configure outgoing dial rules (known as ARS).
— Max Calls Per Channel-Use the information that ISP provides.

Configuring SIP Credentials
1. Select SIP Credentials tab.

2. Click Add button to create a new account, or click Edit button to edit the highlighted account, as Figure 7
displays.

10
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il Avaya IP Office R8 Manager Avaya IP Office [8.0(44)] [Administrator(Administrator)]
File Edit View Tools Help
P2 - dIEEE A v o 28| Avaya IP Offic [= Line -

& Soarel SIP Line| Transport, SIP URL|VoIP | T38 Fax| SIP Credentials|

= :L\VBVE 1P Office Index | UserName  Authentication Name Contact' Expiry (mins) Register Add
e e 1 2404983515 2404983515 600 True
&3 Lne (1 2 2404983516 2404983516 600 True

3 2404983517 2404983517 600 True

SIP Line - Line 1 - Xl vl<l>

Remove

Control Unit (3)
=4 Extension (4) Edit...
"= 8000 8000
" 8001 8001
<& 25 8002
& 26 8003
§ User (8)
2% HuntGroup (0)
#x Short Code (57)
@ Service (0)
% RAS (1)
@ Incomina Call Route (3)
@ 12404983515
@ 12404983516
@ 12404983517
& WanPort (0)
<= Directory (0)
£ Time Profile (1)
@ Firewall Profile (1)
@ 1P Route (3)
- ACCOUﬂt(C)DdE (1)
% License (5
w Tunnel (0) Edit SIP Credentials

1 User Riahts (8) . K
¥ ARS Oy User name 2404983516 |
o0 Main Authentication Name 2404083516
fx E911 System (1) r
Contact

&

O-E

BEE 8

H

0@

Gy (i) Co—
Registration required

Figure 7 Adding/Editing SIP Account Credentials
— User Name — Enter the SIP UA account information.
— Authentication Name — Enter the Name that your ISP provides.
— Contact — The Lab configuration is to leave it blank for connecting to ESBC.

— Password — Enter the required password to register to the ESBC for this account. (Note that if ESBC’s
Authentication mode is set to “None”, leave this field blank.)

—  Expiry (mins) —Leave it as default 60
— Registration required — If PBX runs with STATIC mode, then uncheck this. This will enable the IP Office to

send the Authentication Name and Password to ESBC.

Configuring Outbound and Inbound Routes

Outgoing Dial Rules
1. Navigate to ARS -> SIP, as displayed in Figure 8.

11
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i@l Avaya IP Office R8 Manager Avaya IP Office [8.0(44)] [Administrator(.
Ele Edit View Tools Help
(905 -HIAEE Alv — 28 AvayaIP Offic = ARS

R BOOTP (1)
Operator (3)
Avava IP Office
&= System (1)
= Avaya IP Office
&1 Line (1)
% 1

nistrator)]

i o1: SIP a

Kl vl<]>

ARS |

ARS Route Id O Secondary Dial tone

Route Name SIP

“= Control Unit (3)

=& Extension (4)
" 8000 8000
"= 8001 8001
<& 25 8002

Dial Delay Time [ Check User Call Barring

In Service

Out of Service Route ‘<None> 2 ‘

AS (1
Incoming Call Route (3) " y
@ 12404083515 Time Profile
@ 12404983516
@ 12404983517 l
# WanPort (0)
== Directorv (0)

——————————— Out of Hours Route ‘<N0ﬂe> b ‘

7 Time Profile (1) Code Telephone Number Fature Line Group ID Add...
IFg'ana\tl P(ré))ﬁ'le (68! 11 011 Dial Emergency 0
oute 911 911 Dial Emergen 0
& Account Code (1) N; N"@172.16.253.1" Dial e 17
pal el ((gj’ oN; ON'@172.16.253.1" Dial 17
4 User Rights (8)
2 ARS (2)

¥ 50: Main

¥ 51: SIP
f* E911 System (1)

s Alternate Route <None> v ‘

Ready [ )

Figure 8 Avaya IP Office SIP Trunk Line Dialing Rule Settings

2. Click button Add button to create a new ARS for outgoing Dial Rules or click Edit button to edit an existing Dial Rule.
— To create a New ARS, the easiest way is to do a right mouse click on the Main and do Copy Paste.
— Rename the Route Name to something that is appropriate for your environment, we used SIP in our example
— Uncheck the Second Dial Tone if enabled
— Keep the 11 and 911 Codes and remove all other codes
— Add two new codes (you may need more Codes in your configuration) of N; and 9N;
o Code:N
o Feature : Dial

o Telephone Number: N"@172.16.253.1” - Use the IP address of the ESBC LAN port you are connecting to
instead of 172.16.253.1.

o Line Group ID: The number we entered in the SIP URI in the SIP Trunking above
o Locale: Leave blank
o Force Account Code: Leave unchecked

— Alternate Route Priority

— Alternate Route Wait Time

12
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New Short Code

Coce i
Feature Dial v

|
Telephone Number _ _
Line Group ID _S v
Locale _ v
Force Account Code O

Figure 9 Add short code

Incoming Route Settings:

1. Navigate to Incoming Call Route

Add or Edit an Incoming Call Route. Do a right mouse click on the Incoming Call Route and click New to add, or
highlight an existing route to edit, as Figure 10 displays.

Bearer Capability — Configure for “Speech” from the pull down

Line Group ID — Enter “Incoming Group” configuration that is created in SIP URI section. The Lab example
uses 1.

Incoming Number — Enter the Phone Number/Caller ID sent from the ESBC. The Lab example uses account
2404983515.

The rest of the settings: Leave them as default settings.

13
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Ele Edit View Tools Help
igE-d| A |~ - 2'Bf AvayaIP Offic |z Incoming Call Row |7 1 2404983516

IP Offices

R BOOTP (1) standard | voi T
“ Operator (3) andar ‘Votce Recording | Destinations|

= Avava IP Office - -
= % System (1) Bearer Capability ‘Speech ,,‘

= Avaya IP Office

4

Kl vl<]>

S 7 Line (1) Line Group ID 1 v
<= Control Unit (3) Incoming Number ‘2404983516 ‘
=& Extension (4)
8000 8000 Incoming Sub Address ‘ ‘
"= 8001 8001
& 25 8002 Incoming CLL ‘ ‘
e
ser 7
Wk H#ntGrmaD ((0) ; Localy ‘ ‘
& 9% Short Code (57 e "
B Service (0) Priority ‘2 - Medium v ‘
% RAS (1
ER -11ncoming Call Route (3 Tag ‘ ‘
@ 1 2404083515 .
@ 12404983516 Hold Music Source ‘System Source v ‘
@ 1 2404983517
9 WanPort (0)
== Directorv (0)

2 Time Profile (1)
@ Firewall Profile (1)
IP Route (3)
a= Account Code (1)
% License (5)
@ Tunnel (0)
§ User Rights (8)
¥ ARS (2)

‘¢ 50: Main

¥ 51: SIP

f* E911 System (1)

BEEEE

o ®

Ready [ )

Figure 10 Incoming route settings
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2. Click Destinations tab to configure extension to send incoming calls.

e  Choose from the Destination pull down your desired Extension — We assume you already have configured

extensions for your system, if not you will need to add an extension.

e Do this for each DID number you want to map to an extension.

i@l Avaya IP Office R8 Manager Avaya IP Office [8.0(44)] [Administrator(Administrator)]
Ele Edit View Tools Help

25 -HIFEE Al

2 "B | Avaya IP Offic = Incoming Call Rou = 12404983516

“= Control Unit (3)
=& Extension (4)
" 8000 8000
"= 8001 8001
<& 25 8002
<& 26 8003
i User (6)
#% HuntGroup (0)
9% Short Code (57)
@ Service (0)
& RAS (1)
= Incoming Call Route (3)

== Directorv (0)
-2 Time Profile (1)
@ Firewall Profile (1)
Kl IP Route (3)

&= Account Code (1)
% License (5)
@ Tunnel (0)
§ User Rights (8)
&% (2)

‘¢ 50: Main

¥ 51: SIP
f= E911 System (1)

5]

& BOOTP (1) - —————
# Operator (3) Standard | Voice Recording| Destinations |
o E“ A\’as"’atlp O{che TimeProfile Destination Fallhack Fxtension
= System it SO0 L0
= Avaya IP Office > |Default Value [8001 Extn3001] v
&-F7 Line (1) & v 5

Ready

Figure 11 Configure extension to send incoming calls.

FAX Transmission

Transmitting FAX by G.711 Pass Through
1. Navigate to Line, and click VolP tab.

2. Choose required Fax transport protocol, as displayed in Figure 12. Note that only if T.38 or T.38 Fallback option is

selected, then T.38 Fax tab can be configured.
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File Edit View Tools Help
i E-d Alv o2

IP Offices

& R BOOTP (1)
& ¢ Operator (3)
Avava IP Office
= System (1)
< Avaya IP Office
&% Line (1)

% ]
&< Control Unit (3)
-4 Extension (4)
#-§ User (6)
2 HuntGroup (0)
& 9% Short Code (57)
@ Service (0)
- RAS (1)
&= @ Incomina Call Route (3)
€ WanPort (0)
== Directory (0)
&£ Time Profile (1)
& @ Firewall Profile (1)
&~ ll IP Route (3)
8w Account Code (1)
&% License (5)
@i Tunnel (0)
&-§s User Rights (8)
B ARS (2
&-fx= E911 System (1)

|SIP Line| Transport|SIP URI VoIP T3 F

SIP Line - Line 1

Codec Selection

Fax Transport Support

Call Initiation Timeout (s) None

DTMF Support

‘ Custom

Unused

G.711 ALAW 64K
G.723.1 6K3 MP-MLQ

Selected

G.711 ULAW 64K
G.729(a) 8K CS-ACELP

VolP Silence Suppression
Re-invite Supported

Use Offerer's Preferred Codec
O Codec Lockdown

[ PRACK/100rel Supported

Figure 12 Transmitting FAX by G.711 pass through
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Transmitting FAX by T.38
Click T.38 FaxTab. Configure T.38 FAX parameters according to your network environment.

dministrator)]
File Edit View Tools Help

i 8 Alv 226 e
IP Offices E SIP Line - Line 1%

:K BOOTP (1) SIP Line| Transport|SIP URI|VoIP ||

[ng:=8=]

7 Operator (3)
= % Avava IP Office _—
&% System (1) T38 Fax Version }3 V|
= Avaya IP Office Sean Line Fix-up
ik Transport )
. TFOP Enhancement
&< Contral Unit (3) Redundancy
-4 Extension (4) _ [ Disable T30 ECM
@ User (6) Low Speed 3 3
2 HuntGroup (0) =~ [ Disable EFlags For First DIS
® 9% Short Cade (57) High Speed 1 g
@ Service (0) _= [ Disable T30 MR Compression
®- o RAS (1) —_—
& @ Incomina Call Route (3) TCF Method | Trans TCF V! [ NSF Qverride

@ WanPort (0) = 7
== Directorv (0) Max Bit Rate (bps) 114400 v t d \ |
=2} \-D Time Profile fl) ___ = e

& @ Firewall Profile (1) i 2600
= 6 1P Rodte (9 EFlag Start Timer (msecs) |

8w Account Code (1)

T
RS Licens? ({5}) EFlag Stop Timer (msecs) 2300
w 0 o
® fa 622;”?{:011& (8) T Network Timeout (secs) |150

&g ARS (2)
&-fx E911 System (1) O Use Default Values

Figure 13 Transmitting FAX by T.38
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4. ESBC Configurations

Please refer to ESBC Administrative Guide for detailed information.
(http://www.innomedia.com/support_manuals.shtml)

Configuring SIP Trunk Information

Navigate to Telephony > SIP TRUNKS > Trunk Settings

2. Enter the SIP Service information provided by your service provider.

T w« @ A ESR
A T W ESBC QOO

Home Network  Telephony System Viizard  Theme Help Model:ESBC-9380

L_ Trunks Setting

[ +] Configure parameters of Trunk prefile.
broadworks

Default Profile

Profile ID | [Broadworks

=l SIP Server

SIP Domain | [Broadworks SIP domain

Host \Brcad'.‘.'crl:s SIP proxy IP or FQON
SIP Proxy
Port |S060  (Default S080{UDP/TCP), 5061(TLS))

@ Same as SIP Proxy

@) [
e

O Learn from DHCP Option 15
SIP Qutbeund Proxy
Y { Only valid when ESBC Internet Connection Type is configured as DHCP Client. )
Host Name Prefix |

Min Retry Interval |30 secs (Default:30)
Max Retry Interval |L800  secs (Default:1200)

Transport Auto | v

_Bowse |

Figure 14 ESBC SIP Trunk — Trunk Settings

Adding and Configuring SIP Trunk and Account(s) on ESBC

ESBC supports two operational modes to access SIP Trunk telephony service:

e  Registration mode: implicit registration (registering by registration agent for the pilot number), or individual DID
registration

e Static mode

Configuring SIP Account(s) to ESBC with Registration Mode

1. Navigate to Telephony > SIP ACCOUNTS > SIP UA Setting.

2. Click Batch Config button to add/modify/delete accounts in bulk mode
3. Click Add tag to add SIP account(s) to ESBC.

It is possible to provision ESBC with only one pilot number (or main public identity) to which the default route should
be configured as well. In this case, ESBC has to connect to service provider network through either implicit registration
mode or static operational mode. Default route does not work for individual DID registration mode.

Marks of different SIP UA types
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- Main Public Identity
* Default Route

Only one pilot number is provisioned on the ESBC with implicit registration operation in the IOT example. This pilot
number is also configured as the default route on ESBC.

® & @Y AG ESBC OO0O

Home Hetwork Telephony System Wizard Theme Help Model:ESBC-9380

|*

2 ¥ SIPUA Setting
4 Telephony

O Configure parameters of SIP UAz interconnecting with external TSP.
= 2 SIP TRUNKS = -

‘., Trunks Setting SIP User Accounts Registration Agent
& Trunk SIP Profile
= g2 SIP ACCOUNTS SR ¥
sip tting
t No. UserID Auth ID  Registration Agent Trunk Proxy Profile Trunk SIP Profile Type PBX SIP Profile RegistertoE
Bulk Az=igning
@ 1 | 2404983506 ESBC Broadsoft SIP-Trunkin, SiP Generic Regist
E @2 SIP-PBX and FXS * g 9

‘. PBX SIP Profile Page 1 of 1, Total Records 1
% FXS Port Setting

Authentication =
‘“ Batch Config| Refresh
% =P Paramsters

Figure 15 ESBC SIP Account Settings

Configuring Registration Agent
1. Click Registration Agent tab, as shown in Figure 15.
2. Add a Registration Agent (RA) by giving its name and associate a trunk line to this RA.

Configuring Default Route

e Enable Default Route can be configured by either selecting default when creating new UA accounts as in Figure 16,
or by editing an existing UA account as in Figure 17.

‘ Registration Agent

© Setting Registration Agent for SIP Trunks

SIP User Accounts | Registration Agent

Search: [All v
O No. Agent Name Main Public Indentity Action
[} 1 ESBC 2404983506@as iop1 broadworks net <lnnoMedia I0T= ﬂi i

Page 1 of 1. Total Records 1

Add | Delete
Figure 16 Configuring Registration Agent
User ID Display Name Auth 1D Auth Password Default Route Action
2404983506 Enterprise password il

Figure 17 Configuring Default Route
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k SIP UA Setting ( 2404983506
© Configure SIP UA parameters

Type | SIP
Enabled
Default Route
UserID | [2404983506

Display Name | [InnoMedia 10T

AuthiD | [
Auth Password | |
Trunk Proxy Profile | [ Broadsoft v
Trunk SIP Profile | [ SIPTrunking | v
Regisiration Agent | | ESBC v

PBX Authentication Mode | none

PBX Auth Password I
Same as Auth Password

PBX SIP Profile | | Cisco Unified CIM &
© Enabled
SIP Contact [2404983506@192.168.1.137:506( (user@pbx-ip:port)

© roow | [@ concm

PBX Static Regi:

Figure 18 Configuring Default Route (method 2)

Configuring SIP Account(s) to ESBC using Static Mode

By default, the ESBC Trunk SIP Profile is configured with registration mode. If static mode is required, follow these steps
to change it.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile
2. Check the box of Static Registration. See Figure 19.

‘# Profile Configuration

© Configure SIP parameters for SIP server.

SIP-Trunking | profile20001

[ Default Prafile
Profile ID |

SIP Parameters

Static Registration

Enable Session Timer (remember to enable global session timer)

Figure 19 Configuring static operation mode

Configuring Call Transfer/Forward Methods on ESBC Interfacing with Service
Provider’s Core Network

Call Transfer

Different service providers may expect different Call Transfer/Forward methods when interfacing with their core
networks. The ESBC supports two methods to interface with core network. (1) SIP REFER & (2) Re-INVITE, the default
setting.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile.

2. Choose the Target Profile ID (or create a new Profile), and configure this profile by clicking <Action>. Scroll down
and configure this Feature item: Process Call Transfer and Call Forward Locally as shown in Figure 20.
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e  REFER method: Uncheck this box.
e Re-INVITE method: Check this box.

Call Forward

Configuration for Call Forward is coupled with Call Transfer on ESBC. The configuration is the same as Call Transfer, as
shown in Figure 20.

e  When REFER is selected for Call Transfer, then the ‘302 moved temporarily’ SIP method is used for Call
Forwarding.

e When re-INVITE is selected for Call Transfer, then re-INVITE is used for Call Forwarding.

[ reject all received REFER
| Force gsend REFER even if the peer not add REFER in the Allow header

D Remove other media types when =ending T.38 offer

Order of =ending Re-INVITE= | Send re-INWITE= all the way directly w

Method of proces=ing INVITE without SDP |55n:| INWITE2 without SDP w

Methed of processing re-INVITE without SDP |Sen:| re-INWITEs without SDP e

D Accept RTP/AWVP with =descriptions offer

SDP with Secure Dezcriptionz ]_ranam'ﬂ sdescription tranzparent | v

D Uze Main Public identity in Centact Header

tarp [

DTrunk Group ldentifier
trunk-context |

P-Access-Network-info Header ]

Security
D Check the domain/hest part of the To header in incoming reguests
D Check the =ource IP address of incoming SIP messages
Features
| Reguire Regizter event(2GPR)
D Not Retry Regizstrations on 403 Responzes

D Send SUBSCRIBE for Mezzage Waiting
Interval |3600 =secs

D Process Call Transfer and Call Ferwarding Locally
D Support 100rel for Outgeing calls

Play Ringbkack Tone until receive 18X rezponse from SIP Server

|_|I nnn Netertinn

Figure 20 Configuring Call Transfer Methods

Configuring Caller ID Display for Outbound Calls

ESBC provides the flexibility of configuring Caller ID display for outbound calls, by defining the “From” header of SIP
messages.

The steps and options are as follows.
1. Navigate to Telephony>SIP TRUNKS>Trunk SIP Profile

2. Choose the target Profile ID, and click the <Action> icon to configure this setting, as displayed in Figure 21Error!
Reference source not found..

e Display “Main Public Identity”: pilot number (and/or default route)
e Display “Alternate Identity”: individual DID numbers configured on ESBC
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e Display “the Original Caller”: the caller IDs of PBX users. ESBC would take the “FROM” header as it is sent from
the PBX.

Interoperability

From |n0tE.1E¢. without uzer=phone w
To |nntE.16¢. without uger=phone W
Set URI format of Header | "REGISTER' |nut E.164, without uger=phone w
Refer-To |notE.16-‘-. without uger=phone b
forward |n0t E. 184, without user=phone | 302 contact

|EstFrumhsadsrto: Anonymeus” <sip.anenymousi@ancnymeus.invalid= | %
Anenymeus call
Sst privacy header to the value "id

Set From header for Outgeing callz Use Main Public identity 54

Set identity header for Qutgeing callz |HDHE b

Figure 21 Configuring Caller IDs for outbound calls
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5. Appendix

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Adding Invalid Domain in REFER-To Header

Some SIP-PBX may adopt non-standard methods of handling call transfer/call forward requests which cause transfer (or
forward) failure when the transferee UA is external to ESBC.

When performing Call Transfer using SIP REFER method, the REFER method indicates that the recipient (identified by
the Request-URI) should contact a third party using the contact information provided in the request. However, some
SIP-PBX while handling calls originating from other networks has an invalid domain name in REFER-To header and
hence making the call routed to unexpected destination.

A SIP-PBX B SIP-PBX C
1111 192 168.11.1 5506 192 168.11 1 5507
SIP Trunk User 192.168.11.6 192.168.11.7
192.168.1.5
Acalls B 1 NITE 2 INVITE
P °
Aand B talk RTP (Audio)
8 putsAonhold | 3INVITE 4 INVITE
- 5 INVITE 8 INVITE
Bcalls C > >
L ] L ]
. . RTP (Audio)
L] o
B puts C on hold 7 INVITE 8 INVITE
9 REFER 10 REFER
B refersAto C
L]
A C 1 INVITE 5506@domain.com
11 INVITI 9. Refer-to 1111 omain.com
Aol B :_ @omain.com|

Figure 22 SIP-PBX sends local IP in contact information in REFER messages

ESBC Resolving the Network Contact Information of REFER-To Header

ESBC ensures the original caller receives a REFER request containing a Refer-To URI that is reachable. ESBC has PBX
profile settings for SIP-PBX.

1. Navigate to Telephony > SIP-PBX and FXS > PBX SIP Profile
2. Choose the target SIP-PBX profile (or create a new profile),
3. Check the item “Ignore Domain in Refer-To” header.
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Set Caller ID if t doss notexist| |
P-Preferred-ldentity

Get Caller ID frem SIP Header if exists P-Azserted-ldentity
Remote-Party-ID
Alert-info

Forward SIP Header to SIP terminal Hiztory-Info

Diversion

Forward DTMF in SIP INFO to SIP Server

Strip ICE Attributes

D Remove Contact and Record-Route Headers in 180 Responses

D Add expires header in the 200 responze of registration

D Uze the SIP terminal'z IP address as the domain

D Use "Ir=true” for looz=e routing

D U=e entire SIP addres= a= the authentication name

[use rFC 2543 Hold
Prefer Route by identities
D Remove other media types when =ending T.38 offer

| Ignere domain in Refer-To header |

Order of =ending Re-INVITE= I Send re-INVITE= all the way directly b

Figure 23 Ignore domain in Refer-To header to solve the unexpected network contact information

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Sending Local Call-ID in SIP REFER Messages

The unexpected way of some SIP-PBX handling Call Transfer: The REFER message sent from SIP-PBX carries a local
generated Call-ID, i.e., Call-ID: Y instead of conforming to Call-ID: X1 as the first call, illustrated in Figure 24. Hence, it
causes the failures of associating this Call-ID:Y to any of previous established call. In this case, ESBC handles this local
“REFER” (transfer) with a new INVITE message to caller, and setup a new media stream between the caller and ESBC.
Please refer to Figure 20, this feature “Process Call Transfer and Forwarding Locally” should be checked.

seex rovide
Provider
ESBC

PSTN CallerA
May I speak to C?

Transferor B REAER Processfkferand
Sure, I will transfer to C. fwd Ibcally

Call-ID: Y
Refer Cto A

Transferee C

Service Providersees a
relNVITE with the same
Call-ID: X

SIP PBX creating Call-1D:
Y for “REFERC to A”.
However Call-IDY failed
toassociatethe
previously established
Call-IDX1.

Figure 24 The SIP PBX Transfer Problem with the REFER Message
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