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1. Introduction

This application note provides configuration steps for Service Providers to deliver SIP Trunking Services to enterprise
customers deploying 3CX SIP PBXs using InnoMedia's Enterprise SIP Gateway (ESG) ESBC9x80-4B. The ESBC is owned
and managed by the service provider, and performs necessary SIP normalization, NAT and firewall traversal, security,
performance reporting, and remote diagnosis.

Delivering Business Voice Services to Enterprises

Figure 1Error! Reference source not found. illustrates how business voice services can be delivered to enterprise
customers having legacy TDM PBXs, IP PBXs, or through hosted voice services.
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Figure 1 Reference Network Architecture
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Getting Started

The following preliminary of information are required:
e  SIP Proxy Server IP address or FQDN and SIP Domain.
e  SIP Trunk user accounts, direct inward dialing (DID) numbers, and/or a main pilot number.

e S|P authentication credential with the service provider network.

2. Interoperability Compliance Testing

The SIP Trunking ESG - PBX interoperability lab setup is shown in Figure 2 where a 3CX is connected to an ESBC which in
turn is registered to a softswitch/SIP Server. To verify ESBC - PBX interoperability, the following features and
functionality are executed during the interoperability compliance tests.

PBX Features Verified

® Inbound calls from service provider to SIP Phone registered to 3CX.
e Qutbound calls from 3CX SIP phones to service provider
e Various Call features:
o Blind and Consulted Call Transfer
o Call Forwarding
o Caller ID / caller name presentation and Caller ID restriction
o Three way conference call
o User features such as hold, resume
e  DTMF transmission using in-band and RFC2833
Codec: G.711 mu-law, G.729

Features Not Supported on PBX
®  GIN registration operation mode

Equipment and Software Validated of this Application Note

The lab network for the SIP Trunk reference configuration is illustrated below. The LAB network consists of the
following components:

ESBC
Model : InnoMedia ESBC 9380-4B
Firmware Version : esbc-9x-2-0-12-36

PBX

PBX LAN Phone

PBX LAN Phone

Model : InnoMedia 7308-MLY65P
Firmware version 165.0.98.2
Model : InnoMedia MTA 6328-4



InnoMedia ESBC Application Notes—3CX SIP PBX

Firmware version
Model

Firmware version

WAN Phone
Model
Firmware version
Model
Firmware version

SIP Server

Broadsoft Broadworks

:V4.2.72
: CounterPath eyebeam

:1.5.19.2 build 49847

: 7308-MLY65P
:65.0.98.2
: CounterPath eyebeam

:1.5.19.2 build 49847

Version :R18
LAB Configuration Example
Table 1- IP Address
Component | IOT LAB Value Your Value
InnoMedia ESBC
LAN IP Address 172.16.1.20
LAN Subnet Mask 255.255.0.0
WAN [P Address DHCP
3CX
IP Address 172.16.1.25
Table 2—ESBC and 3CX Account Information
DID Account Number Account Attribute Extension
2404983506 Pilot Number / Default Route 3506
2404983507 DID (Assigned to ESBC FXS port) 3506
2404983508 DID 3508
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ESBC—3CX 10T LAB Setup

Customer Premise

IP:172.16.1.20
Pilot number:
2404583506

Extension: 3507
DID: 2404983507

Extension: 3508
DID: 2404983508

ESBC
LANIP: 172.16.1.20

Management Console PC

Corporate Network

= Service Provider Network

Figure 2 SIP Trunk LAB Reference Network

The lab network consists of the following components:

3. 3CX Configurations

Device Under IOT Test:
—  PBX: 3CX SIP PBX

—  Enterprise SIP Gateway: InnoMedia ESBC9380-4B
Two IP Phones on the local LAN registered to 3CX
Broadsoft Broadworks R18 as Service Provider Core Network SIP Softswitch

Three IP Phones and an ATA registered to Broadworks R18. A fax machine is connected to the ATA for fax

testing.

DHCP server and SIP trunk termination

— PBX Voice VLAN

__DOCSIS 2.0 &3.0

Service Provider

Service Provider
SIP Server

2418884822

2404983513

——

2404983511

Ay

2404583512

Analog FAX

Analog Line

The instructions provided in this section are intended to help Field Install Technicians configure the 3CX PBX to connect
to the InnoMedia ESBC9x80-4B. They are not intended for advanced functionality setups. It is further assumed that
Field Install Technicians already have knowledge of 3CX operations.

Once logged into the 3CX GUI as an Administrator, follow these steps to configure SIP Trunk Service.

Navigate your web browser to the IP address of your 3CX SIP PBX.

1.
2.

Create Extension
Create SIP Trunk
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Create a 3CX Extension

1.

From your 3CX Administration console, click Add Extension. Referring to Figure 3

IHe.&dd'.f’newSett‘ngsL‘rksl—leb

34 Extension status \_f Server Activity Log | '@ Add Extension ‘\‘ﬁ Add PSTM Gateway @ Add VOIP Provider Wizard | Qdi Create Outbound Rule @i Create DID

2.

Create a new extension as show in

Figure 3 Add Extension
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Figure 4 Adding a new extension
3. Click Apply or OK button to save the configuration.

Create VOIP Providers

1. Navigate to VOIP Providers.

File Add View Settings Links Help
23 Extension status \f Server Activity Log | @add Extensgion \‘@.ﬂdd PSTM Gateway @ Add VOIP Provider Wizard | 3@ Create Outbound Rule sai Create DID

VOIP Providers
X
3C (b Add Provider (E) EditProvider 8 Delete Provider @

Bl b 3C% Phone System | | Provider Name Host / IP Address Type

Figure 5 Add Providers
2. Click the Add Provider button to create a new VOIP Provider.

3. Under Name of Provider, enter eSBC SIP Trunk (or whatever name you want). Select “Generic SIP Trunk”
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File Add View Settings Links Help
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- 3Cx Phone System Add VOIP Provider Wizard
2 PorilTrine e Hame of Provicer @
£ System Extensions Status
5 Remote Connections
{7 Phones
\j Server Activity Log
\,‘7 Server EventLog
i; Services status

£ Extensions
%3 PSTN devices

&) VOTP Providers
& nbound Rules

Choose a Provider:

3Stars Net BE/ML
Actio.pl PL
Broadvox Fusion {IP Based us
Broadvox Fusion (Reqister) us
CallCentric us

=4 Bridges d us
% outBound Rules
3 Digital Receptionist

20 Ring Groups

(=
S

E‘ET‘

P~ POENOA O OME
|

) AU
o Call Queues
e
7 Fax Machines GF7Beven IE
3 settings @ Generic SIF Trunk
kg 3CX Phone System Updates Generic VoIP Provider
&3 Links
;‘; Help InPhonex Worldwide
& lppi FR
& Masquevoz ES
nettel DK
@ Nexevortex us

Figure 6 Select Provider Type

4. Click Next, Under VOIP Providers Details, enter the SIP server IP address as ESBC LAN IP address.

Note: Please check the SIP account information we send you, the SIP Server or IP address will be different from the
IP address below. It is just an example
VOIP Provider Details:

Enter the hostname and port for your YOIP Provider's SIP Server

SIP server hostname or IP |1?2. 16.1.20 | @
SIP Server port |5060 | @
Outbound proxy hostname or IP |1?2. 16.1.20 | @
Outbound proxy port (default is 5060) |5060 | @

< Back ][ MNext =

Figure 7 Setting SIP Server Address

5. Click Next. Enter your SIP account information here according to SIP UA account of ESBC. Enter DID (the number
we assigned to you) as External Number, Enter authentication ID, Enter Authentication Password. Enter the
maximum simultaneous call. The number should be matching our system setting.

Account Details
Enter the Authentication ID or SIP User, Password and number of your account

External Number
Authentication ID (aka SIP User ID)

Authentication Password srmene

0000

3 Way Authentication ID

Simultaneous Calls

©

Maximum simultaneous calls 10

< Back Next >

Figure 8 Configuring SIP account
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6. Click Next. Here you are required to setup the behavior of 3CX when receiving SIP trunk incoming call. You can
connect the call to certain extension, or you can connect to Digital Receptionist (Auto Attendant), provided that
you already have recorded the voice message. For initial testing purpose, we recommend you to connect the call
to extension, so you can test the incoming call after setup.

Office Hours
Configure where calls should be routed during office hours.
© Endcal
@ Connect to Extension |35:E vl e
D) Connect to Queue [ Ring Group | w | @
: ) Connect to Digital Receptionist | vl e
() Voicemail box for Extension |35:E vl e
) Forward to Outside Number | | @
| v|©

Same as Out of Office hours

[ <Back | [ mext>

Figure 9 Assign DID to an extension

7. Click Next. Here you need to setup the outgoing call behavior. In general, to distinguish the internal call between

extension and outgoing call to outside number, you can setup a prefix so 3CX know how to route the call through

SIP trunk. For example, you can add Calls to numbers starting with Prefix with “9”. When you want to dial out from
extension, simple dial 9+10 digital number you want to dial.

J/ Create an Outbound Call Rule to configure on which PSTN port, VOIP provider or bridge an outbound calls should be placed on

General
Rule Mame Rule for eSBC | @

Apply this rule to these calls

Define to which outbound calls the rule must apply

Calls to numbers starting with (Prefix) |g | @
Calls from extension(s) | | @
Calls to Mumbers with a length of | | @

Calls from extension group @

Make outbound calls on

Configure up to 3 routes for calls. The second and third route will be used as backup. For each route, digits can be stripped or added.

Strip Digits Prepend
Route L [esec v L ¥ (7]
Route 2| v [ & | @
Route 3 v [t ¥ | | @

[ Finish ] [ Skip ]

Figure 10 Configuring Outbound Call Rule

8. Click Finish to compete the initial setup. You can observe if the trunk or extension is registering correctly by
looking at Port/Trunks Status or Extension Status.

10
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Fle Add Vew Sefings Links Help
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Figure 11 Ports/Trunk Status Screen
That completes the configuration of adding ESBC SIP Trunk to 3CX.

11



InnoMedia ESBC Application Notes—3CX SIP PBX

4. ESBC Configurations

Please refer to ESBC Administrative Guide for detailed information.
(http://www.innomedia.com/support_manuals.shtml)

Configuring SIP Trunk Information

1. Navigate to Telephony > SIP TRUNKS > Trunk Settings

2. Enter the SIP Service information provided by your service provider.

® 9 & wi Yy aG ESBEC OO0

Home Hetwork Telephony System Wizard Theme Help Model:ESBC-9380

!,“T Trunks Setting

[+] Configure parameters of Trunk profile.

i broadworks |

Default Profile

Profile ID | |Broadworks

[z SIP Server

SIP Domain |_Brcﬂd'.‘.'crk3 SIP domain

Host |Brcad'.‘;crkz SIP proxy IP or FQDON
SIP Proxy
Port |5060  (Default: S060(UDP/TCP), 5061(TLS))

@ Same az SIP Proxy

O |
—

(O Learn from DHCP Option 15
{ Onhy valid when ESBC Internet Connection Type iz configured as DHCP Client. }

SIP Qutbound Proxy

Host Name Prefix |
Win Retry Interval |30 zecs (Default:30)
Max Retry Interval [1800  =secs (Default:1800)

Tranzport | | Auto | %

| |

Figure 12 ESBC SIP Trunk — Trunk Settings
Adding and Configuring SIP Trunk and Account(s) on ESBC

Configuring SIP Account(s) to ESBC with Registration Mode to Service Provider Network
ESBC supports two operational modes to access SIP Trunk telephony service provided by service provider:
e  Registration mode

e Static mode

1. Navigate to Telephony > SIP ACCOUNTS > SIP UA Setting.

2. Click Batch Config button to add/modify/delete accounts in bulk mode

3. Click Add tag to add SIP account(s) to ESBC.

It is possible to provision ESBC with only one pilot number (i.e., main public identity). In such case, implicit registration
is configured with registration agent. In addition, default route should be configured to this account as well.

12
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Marks of different SIP UA types
= Main Public Identity
* Default Route

Only one pilot number is provisioned on the ESBC with the implicit registration in the IOT example. This pilot number is
also configured as the default route on ESBC.

® & Y LG ESBEC OO0

Home Network  Telephony System Wizard Theme Help Model:ESBC-9380

1>

2 R siPuA setting
4 Telephony

= [@ SIP TRUNKS [+] Configure parameters of SIP UAz interconnecting with external TSP
l., Trunks Setting SIP User Accounts Regiztration Agent
% Trunk SIP Profile

= @ SIP ACCOUNTS
& 5P UA Setfing
% Bulk Assigning

= f@ 5IP-PBX and FX35
‘., PBX SIP Profile Page 1 071, Total Records 1
& FXs Port Setting

Authenticati =
"’ b Batch Config| Refresh

% =P Paramsters

Search: | Al v

No. UseriD  AuthID Registration Agent Trunk Proxy Profile Trunk SIP Profile Type PBX SIP Profile RegistertoE
™ 0 1 2204983508 ESHC Sroadsoft SIP-Trunking s Generic Regist:

Figure 13 ESBC SIP Account Settings

Configuring Registration Agent
1. Click Registration Agent tab, as shown in Figure 14.
2. Add a Registration Agent (RA) by giving its name and associate a trunk line to this RA.

(. Registration Agent

© Setting Registration Agent for SIP Trunks

SIP User Accounts Registration Agent

search: [All v
O No. Agent Name Main Public Indentity Action
O 1 ESBC 2404983506@as.iopl net 10T> m i}

Page 1 of 1, Total Records 1

Add | Delete
Figure 14 Configuring Registration Agent

Configuring Default Route

Enable Default Route can be configured by either selecting default when creating new UA accounts as in Figure 15, or
by editing an existing UA account as in Figure 16.

User ID Display Name Auth 1D Auth Password Default Route Action

2404953506 Enterprise password ]

Figure 15 Configuring Default Route

13
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‘._ SIP UA Setting { 2404883506 )

[+] Configure SIP UA parameters.

Type | SIP
Enabled
Default Route
User ID |24D4983506

Display Name | [InnoMedia 10T

Auth 1D

Auth Pazzword
Trunk Proxy Profile lm

Trunk SIP Profile | [SIP-Trunking [+
Regizstration Agent M

PBX Authentication Mede | local

® [12345
O Same a= Auth Pazzword

PBX SIP Profile | | Cizco Unified CK w

@ enabled
PBX Static Registration

PEX Auth Paszword

SIP Contact |2404983506@192.168.1.13?:506! (uzer@pbx-ip:port)

@Apply Q Cancel

Figure 16 Configuring SIP UA Settings and SIP-PBX Authentication Credential

Configuring SIP Account(s) to ESBC using Static Mode

By default, the ESBC Trunk SIP Profile is configured with registration mode. If static mode is required, follow these steps
to change it.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile
2. Check Static Registration option.

‘.-. Profile Configuration

Lo Configure SIP parameters for SIP server.

SIP-Trunking | profile20001

[ Default Prafile

Profile ID | |

SIP Parameters
Static Registration

Enable Session Timer (remember to enable global session timer)

Figure 17 Configuring static operation mode

Configuring Authentication Mode for IP PBX

1. Navigate to Telephony >SIP-PBX and FXS > Authentication.
2. Choose “local” if you need to configure ESBC to authenticate SIP PBX.

3. Refer to Figure 16 for the authentication password settings.

14
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@ ',i Authentication
Telephony
B #2>-.. SIP TRUNKS © Configure RADIUS Authentication.
==y

& Trunks Setting Authentication Config
L Trunk SIP Profile Authentication Mode | | local L

=l (k- SIP ACCOUNTS
% SIP UA Setting @ Apply Q Cancel
L Bulk Az=signing

= 2 SIP-PBX and FXS © comments
€ PBX 3IP Profile & Authentication Mode :
€ FXS Port Settin None: not require authentication, please check that the SIP UAz= already exist.

. =Eting Local: uzsing the lecal authentication, the pazzword iz zame as SIP UA "Auth Pazsword™.
auinenticalion : using the server for = authentication.

¥ Authentication RADIUS: the RADIUS for SIP UAs authenticat
& siP Parameters

[=] 5. THIF4

Figure 18 Configuring Authentication mode for IP-PBX

Configuring Call Transfer/Forward Methods on ESBC Interfacing with Service
Provider’s Core Network

Call Transfer

Different service providers may expect different Call Transfer methods when interfacing with their core networks. The
ESBC supports two methods to interface with core network. (1) SIP REFER (2) re-INVITE, the default configuration.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile.

2. Choose the Target Profile ID (or create a new Profile), and configure this profile by clicking <Action>. Scroll down
and configure this option, Process Call Transfer and Call Forward Locally, as shown in Figure 19.

e  REFER method: Uncheck
e Re-INVITE method: Check

Call Forward
Configuration for Call Forward is coupled with Call Transfer on ESBC. The configuration is the same as Call Transfer.

®  When REFER is selected for Call Transfer, then the “302 moved temporarily” SIP method is used for Call
Forwarding.

e  When re-INVITE is selected for Call Transfer, then re-INVITE is used for Call Forwarding.

15
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[ Reject all received REFER
Force =end REFER even if the peer not add REFER in the Allow header

D Remove other media types when =ending T.32 offer

Order of 2ending Re-INVITER ISsn:I re-INWVITEs all the way directly b

Method of processing INVITE without SDP IS&n:I INWITEz without SOP w

Method of processing re-INVITE without SDP ]Send re-INVITEs without SDP b

D Accept RTP/AWVP with =descriptions offer

SDP with Secure Dezcriptions ]'-ranam'rt sdescription trangparent | ¥

D Use Main Public ldentity in Contact Header

torp |

DTrunk Group ldentifier
trunk-context |

P-Access-Network-Info Header i

Security
D Check the domain/host part of the To header in incoming requests

D Check the 2ource IP address of incoming SIP messages

Features
D Require Register event(3GPP)

D Mot Retry Registrations on 403 Responses

D Send SUBSCRIBE for Mezsage Waiting
Interval |3600 =secs

el
Process Call Transfer and Call Ferwarding Locally
D Support 100rel for Outgeing calls
Play Ringback Tone until receive 18X rezponze from SIP Server

11 ann Netertinn

Figure 19 Configuring Call Transfer Methods

Configuring Caller ID Display for Outbound Calls

ESBC provides the flexibility of configuring Caller ID display for outbound calls, by defining the “From” header of SIP
messages. The steps and options are as follows.

1. Navigate to Telephony>SIP TRUNKS>Trunk SIP Profile

2. Choose the target Profile ID, and click the <Action> icon to configure this setting, as displayed in Figure 20.
e Display “Main Public Identity”: pilot number (and/or default route)
e Display “Alternate Identity”: individual DID numbers configured on ESBC

e Display “the Original Caller”: the caller IDs of PBX users. ESBC would take the “FROM” header as it is sent from
the PBX.

Interoperability

"From' |n0tE.1E¢. without uzer=phone w
To' |nntE.16¢. without uger=phone W
Set URI format of Header | "REGISTER' | not E. 164, without uger=phone w
‘Refer-To" |notE.16-‘-. without uger=phone b
forward |n0tE.1E¢. without uzer=phone | 302 contact

|EstFrumhsadsrto: Anonymeus” <sip.anenymousi@ancnymeus.invalid= | %
Anenymeus call
Setprivacyheadertuthevalue"id"

Set From header for Outgeing callz Use M

lentity I

Set identity header for Qutgeing callz |NDNE b

Figure 20 Configuring Caller IDs for outbound calls
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5. Appendix

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Adding Invalid Domain in REFER-To Header

Some SIP-PBX’s may adopt non-standard methods of handling call transfer/call forward requests which cause transfer
(or forward) failure when the transferee UA is external to the ESBC.

When performing Call Transfer using the SIP REFER method, the REFER method indicates that the recipient (identified
by the Request-URI) should contact a third party using the contact information provided in the request. However, some
SIP-PBX’s while handling calls originating from other networks may have an invalid domain name in the REFER-To
header and hence making the call may be routed to an unexpected destination.

ESBC PBX B-PBX User
A-SIP Trunk User
192.168.1 5 External IP 192.168.11.1 5506

- 192.168.11.6

Acalls B 1TINVITE _ 2 INVITE INVITE
[ ] . [ ] i
A and B talk RTP (Audio)

L
B puts Aon hold 3 INVITE _ 4 INVITE

B puts C on hold

11 REFER 10 REFER
B refersAto C -

. C 1. INVITE 5506@domain.com
A 5507 10. Refer-to 5507@192.168.11.7
11 INVITE 1912.168-11-7 11. Refer-to 5507@External IP

Call connects. Aand C are
reachable via the call routing and
control functionality of ESBC.

Acalls C ' ‘

Figure 21 SIP-PBX sends local IP in contact information in REFER messages

ESBC Resolving the Network Contact Information of REFER-To Header

ESBC ensures the original caller receives a REFER request containing a Refer-To URI that is reachable. ESBC has PBX
profile settings for SIP-PBX.

1. Navigate to Telephony > SIP-PBX and FXS > PBX SIP Profile
2. Choose the target SIP-PBX profile (or create a new profile),

3. Check the item “Ignore Domain in Refer-To” header.
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SetCaller D if tdose notesist | |
P-Preferred-ldentity

Get Caller ID from SIP Header if exists P-Aszserted-ldentity
Remote-Party-I0
AlertInfo

Forward SIP Header to SIP terminal History-info
Diversion
Forward DTMF in SIP INFO to SIP Server

Strip ICE Attributss

D Remove Contact and Record-Route Headers in 180 Rezponses
D Add expires header in the 200 responae of registration

[ use the SIP terminal's P address as the domain

D Use "Ir=true” for loose routing

[ use entire S address as the authentication name

[Juse rFC 2543 Holo
Prefer Route by identities

D Remove other media types when sending T.38 offer

| Ignore domain in Refer-To header |

Order of =ending Re-INVITE: I Send re-INVITE: all the way directhy v

Figure 22 Ignore domain in Refer-To header to solve the unexpected network contact information

Trouble Shooting with Call Transfer/Call Forward Failure from SIP-PBX—SIP PBX
Sending Local Call-ID in SIP REFER Messages

Some SIP-PBX’s may handle Call Transfer in an unexpected way: The REFER message sent from the SIP-PBX carries a
locally generated Call-ID, i.e., Call-ID: Y instead of conforming to Call-ID: X1 as in the first call, as illustrated in Figure 23.
Hence, it causes a failure to associate this Call-ID:Y to any of previously established call. In this case, ESBC handles this
local “REFER” (transfer) with a new INVITE message to caller, and setup a new media stream between the caller with
ESBC. Please refer to Figure 19, this feature “Process Call Transfer and Forwarding Locally” should be checked.

Provider
ESBC

— INVITE
INVITE Call-ID: X
Call-ID: X1 E

PSTN CallerA
May [ speak to C?

Transferor B REAER Processhferand
Sure, [ will transferto C. fwd Ipcally

Re-INVITE
Call-ID: Y Gl
ReferCto A

Transferee C

Service Provider sees a
relNVITE with the same
Call-ID: X

SIP PBX creating Call-ID:
Y for “REFERCto A”.
However Call-IDY failed
to associate the
previously established
Call-ID X1.

Figure 23 The SIP PBX Transfer Problem with the REFER Message.
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