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1. Introduction

This application note provides configuration steps for Service Providers to deliver SIP Trunking Services to enterprise
customers deploying Asterisk PBX using InnoMedia's Enterprise SIP Gateway (ESG) ESBC9x80-4B. The ESBC is owned
and managed by the service provider, and performs necessary SIP normalization, NAT and firewall traversal, security
operations, performance reporting, and remote diagnosis.
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Figure 1 Reference Network Architecture
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Getting Started

The following preliminary pieces of information are required:
e SIP Proxy Server IP address or FQDN and SIP Domain.

e  SIP Trunk user accounts, direct inward dialing (DID) numbers, and/or a main pilot number.

e S|P authentication credentials with the service provider network.

2. Interoperability Compliance Testing

The SIP Trunking ESG - PBX interoperability lab setup is shown in Figure 2 where an Asterisk PBX is connected to an
ESBC which in turn is registered to a softswitch/SIP Server. To verify ESBC - PBX interoperability, the following features

and functionality are executed during the interoperability compliance tests.

PBX Features Verified

® Inbound calls from service provider to SIP Phone registered to Asterisk PBX.

e Qutbound calls from Asterisk SIP phones to service provider.

e  Various Call features:

Blind and Consulted Call Transfer

Call Forwarding

Caller ID presentation and Caller ID restriction
Three way conference call

User features such as hold, resume

e  DTMF transmission using in-band and RFC2833
e  Voice codecs: G.711 mu-law, G.729

e Advanced PRI Service Features:

TBCT call transfer (switch type: National ISDN II)
RLT call transfer (switch type: Nortel DMS500)

Equipment and Software Validated of this Application Note

The lab network for the SIP Trunk reference configuration is illustrated below and is represented of Asterisk
configuration. The LAB network consists of the following components:

ESBC
Model : InnoMedia ESBC 9380-4B
Firmware Version : esbc-9x-2-0-12-36
PBX
Model :N/A
Firmware version : Asterisk 1.6/FreePBX 2.9.0.12

PBX LAN Phone
Model

: InnoMedia MTA6308-SL2

Firmware version :10.3.3
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WAN Phone
Model : InnoMedia 6308-SL2
Firmware version :10.3.3
Model : InnoMedia 7308-MLY65P
Firmware

SIP Server

Broadsoft Broadworks

Version :R18

LAB Configuration Example

Table 1 - IP Address

Component | 10T LAB Value

Your Value
InnoMedia ESBC
LAN IP Address 172.16.252.1
LAN Subnet Mask 255.255.0.0
WAN IP Address DHCP client
Asterisk /FreePBX
IP Address 172.16.108.120
Table 2—Account Information
DID Account Number Account Attribute Extension
2404983506 Pilot Number / Default Route 3506
2404983507 DID 3507
2404983508 DID 3508
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ESBC — Asterisk PBX w T1-PRI Span LAB Setup

Customer Premise Service Provider

Service Provider
SIP Server

WAN Static IP:
172.16.108.120 ESBC
LAN IP:172.16.252.1

2418884822

Asterisk PBX

2404983513

IP: DHCP client
Extension: 3506
DID: 2404983506

IP: DHCP client
Extension: 3508
DID: 2404583508

-4(]4983512

Analog FAX

Management Console PC
IP:

e Corporate Network = PRIT1/E1Line

= Service Provider Network Analog Line

Figure 2. SIP Trunk LAB Reference Network
The lab network consists of the following components:
e Device Under IOT Test:
—  PBX: Asterisk PBX with a two-span T1 card
— Enterprise SIP Gateway: InnoMedia ESBC9380-4B
e  Two SIP IP Phones registered to Asterisk PBX
e  Broadsoft Broadworks R18 as Service Provider Core Network SIP Softswitch
e Three IP Phones and an ATA registered to Broadworks R18. A fax machine is connected to the ATA for fax
testing.
®  DHCP server and SIP trunk termination.

3. Asterisk GUI: FreePBX Configurations

The instructions provided in this section are intended to help Field Install Technicians configure the Asterisk PBX with
PRI-T1 card to connect to the InnoMedia ESBC9x80-4B. They are not intended for advanced functionality setups. Itis
further assumed that the Field Install Technicians already have knowledge of Asterisk operations.

Logging into the FreePBX GUI as an Administrator, follow these steps to configure SIP Trunk Service.
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Setup T1-PRI connections with ESBC

Configuring Asterisk PRI Card--DAHDi Device
1. Log into the FreePBX administrator panel (by default the login username is 'freepbx' and the password is 'fpbx')
2. Navigate to Setup > Basic heading > DAHDi.

3. The DAHDI hardware should appear under the appropriate heading. Click Edit to modify the properties of a
given hardware span.

FreePBX o
T e e
_r —r‘S p Admin Reports Panel Recordings =~ Help O \\'
FreePBX 2.9.0.12 on 172.16.108.208 Logged in: freepbc (Logout) ~
Setup  Tools . English v
Digital Hardware
FreePBX System Status
IModule Admin
- : Channels : 5 :
Span Alarms Framing/Coding Used/Total Signalling Action
Extensions .
. —— gggﬁa;c; TE205P (5th Gen), Card 1 - Port 1 oK ESF/B8ZS 24124 s
il Widcard TE205P (5th Gen), Card 1 - Port 2
Brifbound Roules ety [t Se0k. Skl =FO OK  ESF/B8ZS 24/24 pricpe  Edit
Trunks -
Voicemail Admin
Administrators Analog Hardware
Inbound Routes 7
Zap Channel DIDs Type Ports Action
Follow Me FXO Ports --
FXS Ports  --
Conferences
& Internet % - | ®1o500 -

Figure 3 Configuring Asterisk PRI Card—DAHDI Device

For Digital hardware, administrators should follow the guidelines of the far end equipment (ESBC). It is recommended
to configure DAHDI with the following settings, unless other notices from your service provider.

e Alarms (unconfigurable, shows the alarm state of the span [Red, Yellow, OK/Green, Blue])
e Framing/Coding :T1 ESF/B8ZS

e Channels (unconfigurable, set by jumpers on board--see card manual for details) :23/24 (T1)
e Signaling : PRI - CPE

e Switch type : National ISDN 2 (default)

e Sync/Clock Source : 1 (primary receiver of timing from far end, normal or slave mode.)

e Line Build Out: 0 dB (CSU)/0-133 feet (DSX-1)

e  Pridialplan : National

e  Prilocaldialplan : National

®  Group: settoagroup number so it can be referred to as a block in dialplan

e Context: set to dialplan context to handle inbound calls (by default this is from-pstn)

e Channels: setto the number of channels of the span you wish to include in this group

Click Submit to complete the modification of the digital span. As shown in Figure 4.
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Prilocaldialplan: Mational v

Voicemail Admin Group: 0
Administrators Context: from-pstn

Channels: 23 ~ | From: 1-23 Reserved: 24
Inbound Routes Cancel ~ Submit
Zap Channel DIDs
Follow Me

T =
II:"T"'-';' LPBX Let Freedom Ring
Conferences S
Done I o & Internet T ;j = #1950, -
Figure 4 Digital hardware settings of a T1 span

Note:

TE1 Clock synchronization is used to propagate a single clock source over the T1/E1 ports on a single card. Before
configuring your system you must identify which ports should be in NORMAL (slave) clock mode and which should be in
MASTER clock mode. All ports connected to ESBC (TELCO) MUST be in NORMAL mode, because ESBC (TELCO) is
ALWAYS MASTER clock.

Example:

Span 1 connected to TELCO // span 1 MUST be Normal(slave) clock mode

Span 2 connected to channel bank or back to back to another T1/E1 device. In this scenario span 2 must be configured
as CLOCK MASTER.

Add a PRI Trunk (a DAHDi Trunk)

Navigate to Trunks > Add DAHDi Trunk

e Trunk Name: should be something logical that identifies this trunk as service provider’s service name, (i.e.,
ESBC-PRI or Service Provider’s Name), since you will be using that name later to configure calling rules.

e Qutbound Caller ID: caller ID for calls placed out on this trunk. Leave this field blank if user DIDs are chosen for
outbound caller ID>

e CID Options: Determines what CIDs will be allowed out this trunk. In our lab example, “Allow Any CID” is
chosen, i.e., all CIDs including foreign CIDs from forwarded external calls will be transmitted.

e Maximum channels: controls the maximum number of outbound channels (simultaneous calls) that can be
used on this trunk.

e Disable Trunk: Leave it blank.

e Monitor Trunk Failure. Leave it blank, unless a separate custom AGI script that will be called to report log,
email or otherwise take some actions on trunk failures.

Dialed Number Manipulation Rules

Controlling how calls will be dialed on this trunk. In IOT LAB example, “9 | ZXXXXXXXXX”, it removes the dialing prefix
“9” from the number, and would only pass ZXXXXXXXXX to the trunk.

Click Submit to complete the modification of the digital span, shown in Figure 5.
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Figure 5 Asterisk PRI Trunk Settings

Configuring Outbound Route

Navigate to Outbound Routes > Add Route
e  Route Name: Giving a Route Name.
e Route CID: optional Route CID to be used for this route.

e Dial Patterns: The pattern follows the settings of “Trunks”.
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Figure 6 Asterisk PRI Trunk Outbound Route Settings

Add Extensions

Navigate to Extensions > Add Extension

[, T — Engieh =

FreePBX System Status Add an Extension
Module Adrmin Add Extension al
S Please select your Device below then click Submit
DAHDI
Digium Addons Device
Extensions =
Feature Codes
Device Generic SIP Device =

General Settings
Cutbound Routes

Trunks Submit v
Administrators
Inbound Call Control

Inbound Routes

B
Zap Channel DIDs FmePBX e Fre—,edom ng of Bandwidth.com

Figure 7 Asterisk—Add Extension Numbers

10
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e Device: Choose Generic SIP Device. Click Submit button.
1. Add SIP Extension.

Add SIP Extension

Add Extension

User Extension 3505

Display Mame 2404983505
CID Num Alias 2404983505
SIP Alias 2404983505

Extension Options

Outbound CID 2404953505

Ring Time Default v

Call Waiting Enable v

Call Screening Disable v
Pinless Dialing Disahle +

Emergency CID

Figure 8 SIP Extension CID and Feature Settings

e Add Extension and Extension Options: Configuring the SIP device with the extension number as needed, and the
inbound DID / Outbound CID number. In our lab example, we have extensions 3505, 3506, 3507 configured.

11
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4. ESBC Configurations

Please refer to ESBC Administrative Guide for detailed information.
(http://www.innomedia.com/support_manuals.shtml)

Configuring SIP Trunk Information

1. Navigate to Telephony > SIP TRUNKS > Trunk Settings

2. Enter the SIP Service information provided by your service provider.

y 5 *f g <« : 271
9 2E ne ’ d I *
b 4 ""i'- @ u’ If |‘|lD L" . I

Home Hetwork Telephony System Wizard Theme Help Model:ESBC-9380

my
)
e
-
Q
0
@

L:T Trunks Setting

[+] Configure parameters of Trunk profile.

broadworks |

Default Profile

Profile ID | |Broadworks

= SIP Server

SIP Domain |I_3rcﬂd'.‘.'crk3 SIP domain

Host |Brcad'.‘;crkz SIP proxy IP or FQDON

SIP Proxy
Port |5060  (Default: S060(UDP/TCP), 5061(TLS))
@ Same az SIP Proxy

O |
—

(O Learn from DHCP Option 15
{ Onhy valid when ESBC Internet Connection Type iz configured as DHCP Client. }

SIP Qutbound Proxy

Host Name Prefix |
Win Retry Interval |30 zecs (Default:30)
Max Retry Interval [1800  =secs (Default:1800)

Tranzport | | Auto | %

| |

Figure 9. ESBC SIP Trunk — Trunk Settings

Adding and Configuring SIP Trunk and Account(s) on ESBC

ESBC supports two operational modes to access SIP Trunk telephony service:
®  Registration mode

e Static mode

Configuring SIP Account(s) to ESBC with Registration Mode

1. Navigate to Telephony > SIP ACCOUNTS > SIP UA Setting.

2. Click Batch Config button to add/modify/delete accounts in bulk mode
3. Click Add tag to add SIP account(s) to ESBC.

It is possible to provision ESBC with only one pilot number (i.e., main public identity). In such case, implicit registration
is configured with registration agent. In addition, default route should be configured to this account as well.

12
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Marks of different SIP UA types
= Main Public Identity
* Default Route

Only one pilot number is provisioned on the ESBC with implicit registration operation in the IOT example. This pilot
number is also configured as the default route on the ESBC.

I
£ o v g « > 21 CC D =N
. Lo - Y . b
@ & §g {‘}5 ol {,L' 8 | CLOD C
Home Network  Telephony System Wizard Theme Help Model:ESBC-9380

1>

2 R siPuA setting
4 Telephony

= E SIP TRUNKS [+] Configure parameters of SIP UAz interconnecting with external TSP
'l., Trunks Setting SIP User Accounts Regiztration Agent
% Trunk SIP Profile

= @ SIP ACCOUNTS
€< SIP UA Setfing
% Bulk Assigning

= f@ 5IP-PBX and FX35
‘., PBX SIP Profile Page 1 071, Total Records 1
& FXs Port Setting

Authenticati =
"’ b Batch Config| Refresh

% =P Paramsters

Search: | Al v

No. UseriD  AuthID Registration Agent Trunk Proxy Profile Trunk SIP Profile Type PBX SIP Profile RegistertoE
™ 0 1 2204983508 ESHC Sroadsoft SIP-Trunking s Generic Regist:

Figure 10. ESBC SIP Account Settings

Configuring Registration Agent
1. Click Registration Agent tab.
2. Click Add to add a Registration Agent (RA) by giving its name and associate a trunk line to this RA.

(. Registration Agent

© Setting Registration Agent for SIP Trunks

SIP User Accounts Registration Agent

search: [All v
O No. Agent Name Main Public Indentity Action
O 1 ESBC 2404983506@as.iopl net 10T> % i}

Page 1 of 1, Total Records 1

Add | Delete
Figure 11. Configuring Registration Agent

Configuring Default Route

Configuring Default Route

Enable Default Route can be configured by either selecting default route when creating new UA accounts as in Figure
12, or by editing an existing UA account as in Figure 13.

User ID Display Name Auth 1D Auth Password Default Route Action

2404983506 Enterprise password o

Figure 12. Configuring Default Route

13



InnoMedia ESBC Application Notes—PRI PBX-Asterisk PBX

u SIP UA Setting ( 2404983508
© Configure SIP UA parameters
Type SIP
Enabled
Default Route

User ID | [2404983506

Display Name | [InnoMedia 10T
Auth 1D | |

Auth Password | [

Trunk Proxy Profile | | Broadsoft |
Trunk SIP Profile | | SIP-Trunking |
Registration Agent | ESBC |+

PBX Authentication Mode | none

PBi Auth Password I
Same as Auth Password

PBX SIP Profile | | Cisco Unified CM .
O Enabled
SIP Contact [2404983506@192.168.1.137:506( (user@pbx-ip:port)

@ apply | & cancel

PBX Static Reqi:

Figure 13. Configuring Default Route (method 2)

Configuring SIP Account(s) to ESBC using Static Mode

By default, the ESBC Trunk SIP Profile is configured with registration mode. If static mode is required, follow these steps
to change it.

1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile
2. Check Static Registration option

!.-‘ Profile Configuration

© Configure SIP parameters for SIP server.

SIP-Trunking | profile20001

[ Default Prafile
Profile ID |

SIP Parameters

Static Registration

Enable Session Timer (remember to enable global session timer)

Figure 14 Configuring static operation mode

Configuring Call Transfer/Forward Methods on ESBC Interfacing with Service
Provider’s Core Network

Call Transfer

Different service providers may expect different Call Transfer methods when interfacing with their core networks.
ESBC supports two methods to interface with core network. (1) SIP REFER & (2) re-INVITE, the default configuration.
1. Navigate to Telephony > SIP TRUNKS > Trunk SIP Profile.

2. Choose the Target Profile ID (or create a new Profile), and configure this profile by clicking <Action>. Scroll down
and configure this Feature item: Process Call Transfer and Call Forward Locally, as shown in Figure 15.

e  REFER method: Uncheck

14
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e  Re-INVITE method: Check

Call Forward

Configuration for Call Forward is coupled with Call Transfer on ESBC. The configuration is the same as Call Transfer, as
shown in Figure 15.

®  When REFER is selected for Call Transfer, then the “302 moved temporarily” SIP method is used for Call
Forwarding.

e When re-INVITE is selected for Call Transfer, then re-INVITE is used for Call Forwarding.

AIGLLIA UL I ULS S L 4% 1L Y IL L S EEE N T

Method of processing re-INYITE without SDP I Send re-INVITEs without S0P W

D Accept RTPIAYP with sdescriptions offer

SOP with Secure Descriptions I Tranzmit sdescription transparent |

D Use bain Public dertity in Cortact Header

tarp |

D Trunk Group ldentifier
trurk-cortest |

P-Access-Metwoark-Info Header |
Security
D Check the domainshost part of the To header in incoming requests
D Check the source IP address of incoming SIP messages
Features
D Require Register event(3GPP)
D Mot Retry Registrations on 403 Responses
Send SUBSCRIBE for Message Waiting

Interwval |36UU SECE

I Process Call Transfer and Call Forwarding Locally I

D Support 100rel for Outgoing calls
Play Ringback Tone until receive 18X response from SIP Server
D Loop Detection

MNew | Replicate | Delete | Restore Default| Q Apply

Figure 15: Configuring Call Transfer Methods

Configuring Caller ID Display for Outbound Calls

ESBC provides the flexibility of configuring Caller ID display for outbound calls, by defining the “From” header of SIP
messages.

1. Navigate to Telephony>SIP TRUNKS>Trunk SIP Profile
2. Choose the target Profile ID, and click the <Action> icon to configure this setting, as displayed in Figure 16.
e Display “Main Public Identity”: pilot number (and/or default route)
e Display “Alternate Identity”: individual DID numbers configured on ESBC
e Display “the Original Caller”: the caller IDs of PBX users. ESBC would take “FROM” header as it sent from PBX.

15
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Interoperability

From |nctE.1E=. without user=phone -
To |nct E.1584, without uzer=phone b
Set URI format of Header | "REGISTER' |nct E.184, witheut user=phone W
Refer-To |nct E. 184, without uger=phone W
forward |nct E.164 without uzer=phone | 302 contact

|EetFrcmheadertu:: Anonymous” <sip anonymousi@anonymous.invalid= | v
Anonymousg call
Set privacy header to the value "id

Set From header for Qutgoing callz Use Main Public identity Il

Set Identity header for Outgoing callz |IICIIIE 4

Figure 16. Configuring Caller IDs for outbound calls

Configuring Ringback Tone and Early Media Playback for ISDN-VoIP Calls

ESBC provides the flexibility to support various forms of ringback tone generation and early media relay for outbound
calling and early media relay for inbound calling. Default ESBC configurations for ringback and early media would likely
meet the needs of most deployments. If your network is live, make sure that you understand the potential impact of
any configuration changes. Please refer to the “ESBC Administrator Guide”, or Application note article: “ESBC Ringback
Tone and Early Media Configurations and Troubleshooting.”

The Default Settings on ESBC

e  Outbound calls, the ESBC's ringback tones are controlled by the following two configurations:

1. <Play Ringback Tone for outbound call> pull down menu. If “Never” is chosen from the pull down menu, the
ESBC never generates ringback tones locally. Ringback tones or early media are provided to the PBX by the
network if ESBC receives 183 and ringback tone/early media from the network.

2. <lIgnore 183/early media for outbound call> box, “Unchecked” by default. ESBC honors 183 messages
received from the network.

* Inbound calls, ringback tones are controlled by the <Enable Early Media for inbound calls> box, and it is
“checked” by default. ESBC sends out 183 and forwards early media coming from the PBX to the network if it
receives a Progress Indicator message from the PBX that indicates in-band information is available.

Steps of Configuring Ringback tone and Early Media Playback
1. Navigate to Telephony > T1/E1 > Digital Line > PRI Span Setting

2. Scroll down to “Interoperability” section, and configure the settings.
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Network Specific Facility |Hon5 v
PRI Exclusive
Dizcard Remote Hold Retrieval
K [ (Defaut7)
n2oo[3 (Defaut:3)
1200 [tooo me (Default: 1000)

ISDN Timers | T203[10000  ms (Defautt: 10000)

7305 [30000 me (Default: 30000)
T308 4000 mz (Default: 4000}
T213[30000 ms (Defautt: 3000}

ranzmiggion of Facility-based ISDN Supplementary Services
[Edly igzion of Facility-based ISDN Suppl tary Servi

Interoperakility

Enable Tranzfer (Support TBCT and RLT)
Send Dizplay Name
Play Ringbkack Tene for outbound callz Never W
D lgnere 18%early media for cutbound calls
Enable Early Media for inbound calls
Restart B-channel | Interval 3600 = (Default: 3500)
Enable STATUS ENQUIRY | Interval 300 = (Default: 300}

Figure 17 ESBC Ringback and Early Media Interworking with ISDN PRI TDM-PBX and SIP VolP
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